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Give me an ounce of civet, good apothecary, to sweeten my imagination. 

-Shakespeare. 
(King Lear, Act IV, Sc. 6) 

Preface 

1. I wish to acknowledge my indebtedness to William F. Friedman in draw­
ing upon portions of his early work, "Military Cryptanalysis, Part III," for 
much of the material treated in Chapters I-V. Chapters IV-XI are revisions of 
seven of my monographs in the NSA Technical Literature Series, viz.: Monograph 
No. 19, "The Cryptanalysis of Ciphertext and Plain text Autokey Systems"; 
Monograph No. 20, "The Analysis of Systems Employing Long or Continuous 
Keys"; Monograph No. 21, "The Analysis of Cylindrical Cipher Devices and 
Strip Cipher Systems"; Monograph No. 22, "The Analysis of Systems Employ­
ing Geared Disk Cryptomechanisms"; Monograph ~ o. 23, "Fundamentals of 
Key Analysis"; Monograph No. 15, "An Introduction to Teleprinter Key 
Analysis"; and Monograph No. 18, "Ars Conjectandi: The Fundamentals of 
Cryptodiagnosis.'' 

2. I also wish to acknowledge my indebtedness to Francis T. Leahy for 
keeping me out of statistical mischief, and to Bruce W. Fletcher for his expert 
assistance in the final proofreading, and for checking the cryptograms and the 
various diagrams. 

-L.D.C. 
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1. Preliminary remarks.-a. This text constitutes the third in the series of six basic texts on the 
science of cryptanalytics. 1 The first two texts together have covered most of the necessary fundamentals 
of cryptanalytics; this and the remaining three texts will be devoted to more specialized and more 
advanced aspects of the science. 

b. It is assumed that the cryptanalyst reader has studied Military Cryptanalytics, Parts I and II, 
and is familiar with the cryptologic terminology, concepts, principles, and techniques of solution of the 
various cryptosystems treated in those texts. This general background is a necessary prerequisite to the 
thor<YUgh understanding of the principles exp<YUnded in this and the succeeding volumes. Where appropriate, 
however, reference will be made to particular portions of the first two volumes; the reader would be 
wise to have these volumes handy when undertaking the study of this present text. 

c. The text immediately preceding this one dealt with various types of periodic polyalphabetic 
substitution, commonly called repeating-key systems. It was seen in these repeating-key systems how a 
regularity in the employment of a limited number of alphabets, or even the employment of a complete 
set of alphabets in succession as in a progressive alphabet system, results in the manifestation of peri­
odicity or cyclic phenomena in the cryptogram, by means of which the latter may be solved. The difficulty 
of solution is directly correlated with the type and number of cipher alphabets employed in specific 
examples. 

d. Two procedures might suggest themselves to an enemy cryptographer for consideration if he 
realizes the foregoing circumstances and he thinks of methods to eliminate the weaknesses inherent in 
repeating-key ciphers. First, noting that the difficulties in solution increase as the length of the key 
increases, he might consider employing much longer keys as a means of increasing the security of the 
messages. Upon second thought, however, if the enemy cyptographer recognizes that, as a general 
rule, the first step in the solution of these ciphers consists in ascertaining the number of alphabets em­
ployed, it might seem to him that the most logical thing to do would be to use a procedure which will 
avoid periodicity altogether, eliminating the cyclic phenomena that are normally manifested within 
cryptograms of periodic construction, and thus foil even a first step towards solution. In other words, 
the cryptographer might progress from the use of rather short repeating keys (of perhaps no more than 
a dozen letters or so) to the use of key phrases of, let us say, 25-40 letters or thereabouts; subsequently, 
he might embark upon the use of keying procedures which would have the effect of producing keys of 
a length approximately equal to that of the average message being enciphered; and finally, he might 
advance to a stage of keying sophistication wherein the key consists of hundreds or thousands of elements, 
or even of an infinite number of elements (as, for example, in autokey systems). 

1 Before the echoes of the first sentence of this third volume have died down, the di~tinction between the science of 
cryptanalytics and the art of cryptanalysis should be re-emphasized. The cryptanalyst pursues studies along general and 
detailed lines, in order to equip himself technically for the duties of the moment or of the future. This parallel.-; quite closely 
the technical studie,, of a violinist, who progresses from elementary exercises to the ctudes of Kreutzer and Rode and 
finally to the Caprices of Paganini; in the meanwhile, the violinist has abo studied various solo works and chamber music 
as a means of enhancing his comprehension and appreciation of music in general. All that a technical background does for 
the violinist is to give him the means of artistic expre,sion or synthesis of musical thoughts from the coding of clefs, key~, 
and notes; all that a technical background does for the cryptanalyst is to give him the means for imaginative exprel"sion 
or synthe~is of plain text meaning,, from the coding of ~ystemc·, keys, and characters. See also in this connection footnote 5 
on p. 3 of ,'l,filitary Cryptanalytics, Part I. 
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e. At this point in our discussion it would be well to examine two terms defined in the previous 
volume: 

(1) periodic system. A system in which the enciphering process is repetitive in character and 
which usually results in the production of cyclic phenomena in the cryptographic text. 

(2) aperiodic system. A system in which the method of keying does not bring about cyclical 
phenomena in the cryptographic text. 

The foregoing are practical definitions-nobody in his right mind (and that of course includes all of our 
readers) 2 would classify a Hagelin C-38 system 3 as periodic just because it really is periodic with a 
finite cycle of 26x25x23x2 lxl9xl 7 or 101,405,850; nor would the same right-minded individual quibble 
with the classification of a S_'l'Stem as aperiodic if the length of the key is only 1000 letters and messages 
very rarely exceed that length. In brief, what we are in effect saying is that, even if a system embraces 
in its principle a fixed cycle or period, unless the period is considerably shorter than the messages being 
enciphered (thus permitting the manifestation of cyclic phenomena), the system may nevertheless for 
all practical purposes be considered as aperiodic since the solution of a message is not predicated on 'lcriting 
the cipher text on several superimposed cycles and then solving the cryptographic depth thus produced . 

.f. In this text we shall first examine varieties of aperiodic (as just defined) polyalphabetic sub­
stitution systems; then we shall study methods of extending or lengthening short mnemonic keys, 
followed by systems using lengthy keys ( to include digital and teleprinter systems). Subsequently, we 
shall study methods of solution of some typical cryptomechanisms and cipher machines, and aperiodic 
combination systems. The text proper will encl with a discussion of principles of key analysis as applied 
in manual and machine cryptosystems, followed by an extensive treatment of cryptodiagnosis. The 
appendices include useful cryptologic and cryptomathematical reference material, concluding with a 
course of problems designed to insure comprehension of the principles expounded in this volume. 

2. General remarks on cryptographic periodicity.-a. When we consider the nature of periodicity 
in polyalphabetic substitution systems, we note that it is composed of two fundamental factors, because 
there are in reality two elements involved in its production. We have appreciated the fact that periodicity 
necessitates the use of a keying element employed in a cyclic manner; now we begin to realize that there 
is also another element involved, viz., that unless the key is applied to constant-length plaintext group­
ings, no periodicity will be manifested externally in the cipher text, despite the repetitive or cyclic use 
of a constant-length key. This realization is quickly followed by the idea that possibly all periodicity 
may be avoided or suppressed by either or both of two ways: (1) by using constant-length keying units 
to encipher variable-length plaintext groupings, or (2) by using variable-length keying units to encipher 
constant-length plaintext groupings. 

b. In the usual types of polyalphabetic substitution systems, successive letters of the repeating key 
are applied to successive letters of the text. vVith respect to the employment of the key, the crypto­
graphic process may be said to be constant or fixed in character. This is true even if a single keying unit 
serves to encipher two or more letters at a time, provided only the groupings of plaintext letters are 
constant in length. In all such cases of encipherment by constant-length groupings, the apparent length 
of the period (as found by applying the factoring process to the cryptograms) is a multiple of the real 
length and the multiple corresponds to the length of the groupings, i.e., the number of plaintext letters 
enciphered by the same key letter. It is to be noted, however, that all these cases are still periodic, 
because both the keying units and the plaintext groupings are constant in length. 

3. Effects of varying the length of plaintext groupings.-a. Now let us consider the effects of making 
either one or the other of these two elements variable in length. Suppose that the plaintext groups are 
made variable in length and that the ke~'ing units are kept constant in length. Then, even though the 
key may be cyclic and may repeat itself many times in the course of encipherment, external periodicity 
is suppressed, unless the laic governing the variation in plaint ext groupings is itse(f cyclic, and the length of 
the message is greater than that of the cycle applicable to tMs variable grouping. 

2 To scholars of English who experience a quick intakP uf breath at this point, the author ha~tenH to clarify that the 
parenthetical phra~e is intended to modify only the four immediately preceding words. 

3 Cf. pp. 4,-,8-464 of 1\Iilitary Cryptanalytics, Part II. 
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b. As an example illustrating the italicized portion of the preceding sentence, let us suppose the 
correspondents agree to use reversed standard cipher alphabets with the key word SIGNAL, and that 
in the encryption the message is divided into groups as shown below: 

s I G N A L s I G N A L s I G 
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345 
C OM MAN DING GENER A LF IRS TARM YHASI s SU EDO RDER SEFFE 
Q uw UGT KFAH UWNWJ L HN ARQ___l!GPU PGNVF I TR OPE RFER OCBBC 

N A L s I G N A L s I G N A L 
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345 
C TI VET WENT YFIRS T AT NOO NDIR ECTIN G TH ATT ELEP HONES 
L HS QHS WOFZ KDARQ___l! NU NMM YIDU OQZKF C NZ NUU WPWL EXYHT 

s I G N A L s I 
1 12 123 1234 12345 1 12 123 
C OM MAS WITC HBOAR D SC OMM ... 
Q uw UGO RFUL TZMAJ I AQ uww 

Cryptogram 

QUWUG TKFAH UWNWJ LHNA!L_QNGPU PGNVF ITROP ERFER OCBBC LHSQH 
SWOFZ KDARQ __NNUNM MYIDU OQZKF CNZNU UWPWL EXYHT .Q:!J~G ORFUL 
TZMAJ IAQUW w ... 

The cipher text in this example shows a tetragraphic and a pentagraphic repetition. The two occurrences 
of QUWUG 0 (=COMMAp) are separated by an interval of 90 letters; the two occurrences of ARQNc (=IRSTp) 
by 39 letters. The first repetition ( QUWUG 0 ), it will be noted, is a true periodic repetition, since the 
plaintext letters, their groupings, and the key letters are identical. The interval in this case, if counted 
in terms of letters, is the product of the keying cycle, 6, and the grouping cycle, 15. The second repetition 
( ARQN0 ) is not a true periodic repetition in the sense that both cycles have been completed at the same 
point, as is the case in the first repetition. It is true that ARQNc, representing IRSTv both times, is a 
causal repetition produced by the action of the same combination of key letters, I and G, but the en­
ciphering points in the grouping cycle are different in the two occurrences. Repetitions of this type may 
be termed partially periodic repetitions, to distinguish them from those of the completely periodic type. 

c. When the intervals between the two repetitions noted above are more carefully studied, especially 
from the point of view of the interacting cycles which brought them about, it will be seen that, counting 
according to groupings and not according to single letters, the two pentagraphs QUWUG 0 are separated 
by an interval of 30 groupings. Or, if one prefers to look at the matter in the light of the keying cycle, 
the two occurrences of QUWUG 0 are separated by 30 key letters. Since the key is but 6 letters long, it 
has gone through 5 cycles. Thus, the number 30 is the product of the number of letters in the keying 
cycle (6) and the number of different-length groupings in the grouping cycle (5). The interaction of 
these two cycles is like that of two gears in mesh, one driven by the other. One of these gears has 6 teeth, 
the other 5, and the teeth are numbered. If the two gears are adjusted so that the teeth marked "1" 
are adjacent to each other and the gears are caused to revolve, these two teeth will not come together 
again until the larger gear has made 5 revolutions and the smaller one 6. During this time, a total of 30 
meshings of individual teeth will have occurred. But since one revolution of the smaller gear (=the 
grouping cycle) represents the encipherment of 15 letters (when translated in terms of letters), the 6 
complete revolutions of this gear mean the encipherment of 90 letters. This accounts for the period of 
90, when stated in terms of letters. 

d. The two occurrences of the other repetition, ARQNc, are at an interval of 39 letters; but in terms 
of the number of intervening groupings, the interval is 12, which is obviously two times the length of 
the keying cycle. In other words, the key has in this case passed through two cycles. 

e. In a long message enciphered according to such a scheme as the foregoing, there would be many 
repetitions of both types discussed above (the completely periodic and the partially periodic) so that 
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the cryptanalyst might encounter some difficulty in his attempts to reach a solution, especially if he 
had no information as to the basic system. It is to be noted in this connection that if any one of the 
groupings exceeds, say, 5 letters or so in length, the scheme may give itself away rather easily, since it 
is clear that within each grouping the encipherment is strictly monoalphabetic. Therefore, in the event of 
groupings of more than 5 or 6 letters, the monoalphabetic equivalents of telltale words such as ATTACK, 
BATTALION, DIVISION, would stand out. This system is most efficacious, therefore, with short groupings. 

f. It should also be noted that there is nothing about the scheme which requires a regularity in the 
grouping cycle such as that embodied in the example. A lengthy grouping cycle guided by a key of its 
own may just as easily be employed; for example, the number of dots and dashes contained in the Inter­
national Morse signals 4 for the letters composing the 25-letter key phrase DECLARATION OF INDE­
PENDENCE might be used. Thus, A (. -) has 2, B (_ ••• ) has 4, and so on. Hence: 

D E C L A R A T I O N O F I N D E P E N D E N C E 
3 1 4 4 2 3 2 1 2 3 2 3 4 2 2 3 1 4 1 2 3 1 2 4 1 

The grouping cycle is 3+1+4+4+2+ , or 60 letters in length, and if the same phrase is used as 
a repeating key the total period would of course be 60, since after the encipherment of 60 letters the 
first key letter would be used again to encipher 3 letters, and so on, repeating the cycle. Suppose, however, 
that the foregoing 60-element keying pattern were used in conjunction with a different literal sequence 
for the actual key letters, say the 38-letter phrase CONSTITUTION OF THE UNITED STATES OF AMERICA. 
The period would then be the least common multiple of 38 and 60, or 1140 letters. This system might 
appear at first glance to yield a fairly high degree of cryptographic security; but this is not the case, as 
we shall presently see. 

4. Primary and secondary periods; resultant periods.-a. It has been noted that the length of the 
complete period in a system such as the foregoing is the least common multiple of the length of the two 
component or interacting periods. In a way, therefore, since the component periods constitute the basic 
elements of the scheme, they may be designated as the basic or primary periods. These are also hidden 
or latent periods. The apparent or patent period, that is, the complete period, may be designated as the 
resultant or secondary period. In certain types of cipher machines there may be more than two primary 
periods which interact to produce a resultant period; also, there are cases in which the latter may interact 
with another primary period to produce a tertiary period, and so on.5 The final, or resultant, or apparent 
period is sometimes the one which is usually ascertained first as a result of the study of the intervals 
between repetitions. This may or may not be broken down into its component primary periods. 

b. Although a solution may often be obtained without breaking down a resultant period into its 
component primary periods, the reading of many messages pertaining to a widespread system of secret 
communication is much facilitated when the analysis is pushed to its lowest level, that is, to the point 
where the final cryptographic scheme has been reduced to its simplest terms. This may involve the 
discovery of a multiplicity of simple elements which interact in successive cryptographic strata. 

5. Cryptographic principles of aperiodic systems.-a. A discussion of the methods for avoiding 
periodicity was contained in the preceding text.6 A brief resume of these methods is given below: 

(1) Elements of a fixed or invariable-length key are applied to variable or irregular-length groupings 
of the plain text. 

(2) Elements of irregular-length (variable-length) key are applied to regular and fixed groupings 
of the plain text. 

(3) The principles of (1) and (2) are combined into a single system. 

4 Cf. p. 23, Military Cryptanalytics, Part I. 
5 An example of a cipher machine with several interacting latent periods is the Hagelin C-38. This machine produces 

in effect at any given moment six simultaneous reversed-standard-alphabet monoalphabetic substitutions in all 26 com­
binations of their presence or absence. The activity of each contributing monoalphabetic substitution is strictly periodic, 
with cycles of 26, 25, 23, 21, 19, or 17, conforming to the six regularly stepping pinwheels of the stated sizes. The total 
cycle of the machine is the product of the six relatively prime numbers, but the presence of individual subcycles constitutes 
one of the serious weaknesses of the machine. 

6 Cf. par. 99, Military Cryptanalytics, Part II. 
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(4) The key does not repeat itself; this is brought about either by constructing a nonrepeating key, 
or by employing the key in a special manner (such as in plaintext- and ciphertext interruptor systems 
and plaintext- and ciphertext autokey systems). 

b. From the standpoint of cryptographic mechanics, aperiodic systems may be divided into two 
main classes, viz.: 

(1) Systems in which the key elements are not in any way determined or influenced by any elements 
of the plain or cipher text; and 

(2) Systems in which the key elements are genernted or governed by the plain text being enciphered 
or bv the resultant cinher text. 

7 Cf. oar. 65 (on o. 157) of Militaru Cruntanalutics Part JI.• 
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Solution when known cipher alphabets are involved_______________________________________________________ 9 
Solution when unknown alphabets are involved__________________________________________________________ 10 
Solution by means of idiomorphs and the probable-word method___________________________________________ 11 
Solution by means of isomorphs_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 12 
Additional remarks___________________________________________________________________________________ 13 

7. General remarks.-a. The system described in subpar. 3b is obviously not to be classified as 
aperiodic in nature, despite the incorporation into the cryptosystem of a variable which in that case 
consisted of irregularity in the length of one of the two elements (key text and plain text) involved in 
polyalphabetic substitution. The variable there was subject to a law which in itself was periodic in 
character. 

b. To make such a system truly aperiodic (under the definition given in subpar. le), by elaborating 
upon the basic scheme for producing variable-length plaintext groupings, would be possible, but im­
practical. For example, using the Morse code method illustrated in subpar. 3j for determining the key 
and simultaneously the lengths of the groupings, one might employ the text of a book; and if the book 
is longer than the message to be enciphered, the cryptogram would certainly show no periodicity as 
regards the intervals between any repetitions which might occur. However, as already indicated, such 
a scheme would not be very practical for regular intercommunication between a large number of corre­
spondents, for reasons which are quite apparent. Encipherment and decipherment would be slow, 
cumbersome, onerous, and very subject to error; the book would have to be safeguarded as would a 
code book; and, unless the same key text were used for all messages, methods or indicators would have 
to be adopted to show exactly where encipherment begins in each message. Therefore a simpler method 
is desirable for producing constantly changing, aperiodic plaintext groupings. 

8. Aperiodic encipherment produced by plaintext sequences grouped according to word lengths.­
a. The simplest method for producing aperiodic plaintext groupings is encipherment according to the 
actual word lengths of the message being encrypted. Although the average number of letters composing 
the words of any alphabetical language is fairly constant, successive words comprising plain text vary a 
great deal in this respect, and this variation is subject to no law. 1 In telegraphic English, for example, 
the mean length of words is 5.2 letters; the words may contain from 1 to 15 or more letters, but the 
successive words vary in length in an extremely irregular manner, no matter how long the text may be. 

b. As a consequence, the use of word lengths for determining the number of letters to be enciphered 
by each key letter of a repetitive key suggests itself to a cryptographer as soon as he comes to understand 
the way in which repeating-key ciphers are solved. For, he asks, if there is no periodicity in the crypto­
grams, how can the letters of the cipher text written in 5-letter groups be distributed into their respective 
monoalphabets? And if this very first step is impossible, how can the cryptograms be solved? We shall see. 

9. Solution when known cipher alphabets are involved.-a. Despite the foregoing rhetorical ques­
tions, the solution is really quite simple when the cipher alphabets involved are standard alphabets or 
are otherwise composed of known sequences. All that is involved is the completion of the plain-component 
sequence (preceded by, if the situation so demands, conversion into plain-component equivalents). In 
monoalphabetic substitution systems, all of the words of the entire message come out on a single gen-

1 It is true, of course, that the differences between the vocabularies of two writers are often marked and can be 
measured. These differences may be subject to certain laws, but these laws are psychological rather than mathematical. 
See Rickert, E., New Methods for the Study of Literature, University of Chicago Press, Chicago, 1927. 
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eratrix in the completion diagram; in the case of the system discussed in subpar. 8b, since the individual, 
separate words of a message are enciphered by different key letters, these words will reappear on different 
generatri.ces of the diagram. All the cryptanalyst has to do is to pick them out; he can do this once he has 
found a good starting point, by using a little imagination and following clues afforded by the context. 

b. As an example, let us consider the following intercepted message: 

S U H P Z T C E P L G L Q K C X H V K M V J L Z A K X W H A 

Y T O W N H B A F E X A V E Q A U V Z I E B P O B 

In the course of routine study of the message, the plain-component sequence is completed for the first 
15 letters of the cryptogram, on the assumptions of direct and reversed standard cipher alphabets, as 
shown in Figs. 2a and b, respectively, below: 2 

S U H P Z T C E P L G L Q K C 
T V I Q A U D F Q M H M R L D 
U W J R B V E G R N I N S M E 
VXKSCWFHSOJOTNF 
W Y L T D X G I T P K P U O G 
X Z M U E Y H J U Q L Q V P H 
Y A N V F Z I K V R M R W Q I 
Z B_O_W GA J L W SNS X R J 
AC PX H BK M X T_O_T Y SK 
B D Q Y I C L N Y U P U Z T L 
C E R Z J D M O Z V Q V A U M 
D F § __ A-__}{__!!: N F' __ A __ W R W B V N 
E G T B L F O Q B X S X C W 0 
F H U C M G P R C Y T Y D X P 
G I V D N H Q S D Z U Z E Y Q 
H J W E O I R T E A V A F Z R 
I K X F P J S U F B W B G A S 
J L Y G Q K T V G C X C H B T 
K M Z H R L U W H D Y D I C U 
L N A I S M V X I E Z E J D V 
M O B J T N W Y J F A F K E W 
N P C K U O X Z K G B G L F X 
0 Q D L V P Y A L H C H M G Y 
P R E M W Q Z B M I D __ I __ N H Z 
Q S F N X R A C N J E J O I A 
R T G O Y S B D O K F K P J B 

FIGURE 2a 

S U H P Z T C E P L G L Q K C 
H F S K A G X V K O T O J P X 
I GT LB HY W L P_U_P K Q Y 
J H U M C I Z X M Q V Q L R Z 
K I V N D J A Y N R W R M S A 
L J W O E K B Z O S X S N T B 
M K X P F L C A P T Y T O U C 
N L Y Q G M D B Q U Z U P V D 
0 M Z R H N E C R V A V Q W E 
P N A S I O F D S W B W R X F 
Q OB T JP g_E_T X C XS Y G 
R P C U K Q H F U Y D Y T Z H 
S Q D V L R I G V Z E Z U A I 
T R E W M S J H W A F A V B J 
U S F X N T K I X B G B W C K 
V T G Y O U L J Y C H C X D L 
WU HZ P V MK Z ~-~-DYE M 
X V I A Q W N L A E J E Z F N 
Y W J B R X O M B F K F A __ G_ 0 
Z X K C S Y P N C G L G B H P 
A Y L D T Z Q O D H M H C I Q 
B Z M E U A R P E I N I D J R 
C A N F V B S Q F J O J E K S 
D B O G W C T R G K P K F L T 
E C P H X D U S H L Q L G M U 
F D Q I Y E V T I M R M H N V 
G E R J Z F W U J N S N I O W 

FIGURE 2b 

c. In the diagram in Fig. 2b we note the word CAN at the beginning of one generatrix, then in the 
very next six columns the words YOU and GET in two other generatrices. That we should get some three­
letter words on various genera trices is not particularly remarkable; (note the short words produced 
purely by accident in the generatrices of Fig. 2a) but that these words should follow one another in 
direct sequence in succeeding columns, and that the three words in question should be in excellent 
contextual relationship to form a plausible and convincing sentence beginning such as "CAN YOU GET ... " 

2 One of the first things, if not the very firEt, to be done to a cryptogram in an undiagnosed system is the completion 
of the plain-component sequence on the basis of standard alphabets. In certain ca~es a solution is sometime~ achieved by 
thi~ means that would be impossible by any other. The completion i~ painless if accomplished by sliding strips; its proba­
bility of success in an isolated case is small, but the ratio of the time expended to its potential value is very large. This 
is a typical illustration of the application of the maxim of the experienced cryptanalyst: "Try the 3implest thing first." 

SECRET 8 
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is more than remarkable (=a probability of .01 of random occurrence)-it is astonishing (=random 
probability of .0001) .3 

d. From here on the rest of the solution follows easily. If the cryptanalyst comes to a temporary 
halt (as in the example in Fig. 2b) in recovering further words on the generatrices, he can search in 
subsequent positions of the generatrix diagram for more words to be disclosed, and then he can fill in 
the missing portions from context and take another look at the generatrices. Or, it might be simpler if 
the cryptanalyst recovers a fragment of the specific key for the message, and then expands this key by 
steps to assist in reading the rest of the plain text. For example, in the case under discussion the crypt­
analyst would get U, N, and I as key letters 4 for the successive words of the plain text CAN YOU GET; 
these letters suggest the words UNION, UNITED, UNIVERSITY, etc. The complete solution is given below, 
with the recovered specific key being UNITED NATIONS.5 

UN IT ED N A T IONS 
CAN YOU GET IN TOUCH WITH SECOND DETACHMENT STOP LINES OUT OF ORDER 
SUH PZT CEP LG LQKCX HVKW VJLZAK XWHAYTOWNH BAFE XAVEQ AUV ZI EBPOB 

The only minor difficulty of such a solution is that of making the first step and getting a good start on 
a word. If the words are short it is rather easy to overlook good possibilities and thus spend some time 
in fruitless searching. However, solution must come; if nothing good appears at the beginning of the 
message, search should be made in the interior of the cryptogram or at the end. 

10. Solution when unknown cipher alphabets are involved.-a. It has been seen from the foregoing 
that solution of cryptograms involving word-length encipherment by standard alphabets is rather 
trivial, not because there is any magical quality about standard alphabets, but because the components 
are known sequences. If any other components had been used, say a plain component based upon a 
HYDRAULIC keyword-mixed sequence and a cipher component based on a QUESTIONABLY keyword­
mixed sequence, and if these components were known, the problem would have been pursued in exactly 
the same way, viz., conversion of the cipher letters of the cryptogram into their plain-component 
( HYDRAULIC . . . XZ) equivalents and completion of the plain-component ( HYDRAULIC . . . XZ) 
sequence. 

b. But what if one or both of the components are unknown mixed sequences? The simple procedure 
of completing the plain-component sequence obviously cannot be used. Since the messages are poly­
alphabetic, and since the process of factoring cannot be applied, it would seem that the solution of 
messages enciphered in different alphabets and according to word lengths would be a difficult matter. 
Nevertheless, as is about to be demonstrated, the solution, even of a single message, is not nearly so 
difficult as first impression might lead one to imagine; the modus operandi will be explained in pars. 
11 and 12. 

11. Solution by means of idiomorphs and the probable-word method.-a. The first case to be studied 
involving unknown alphabets will be one wherein the original word lengths are retained in the crypto­
gram; this case will be discussed not because it is often encountered in practical military cryptography, 
but because it affords a good introduction to the usual case in which the original word lengths are no 
longer in evidence in the cryptogram, the latter appearing in the customary 5-letter groups. If the words 

3 We must never forget that probabilities are influenced by the amount of material under examination; if we looked 
at enough material, it might not be at all astonishing if we obtained even a IO-letter word by accident. In all the proba­
bility considerations in this text, unless otherwise stated it is assumed that we are dealing with a limited amount of traffic, 
limited enough so that a probability of .01 is remarkable, and a probability of .001 exciting. 

4 The key letters arc assumed to be under A., as the index letter. Throughout this text, whenever encipherment 
processes are under discw,sion, the pair of enciphering equations commonly referred to as characterizing the ,so-called 
Vigenere method will be understood unless otherwise indicated. This method involves the pair of enciphering equations 
6k12=fJi/1 ; fJ.,11 =fJ0 12 , That is, the index letter, which is usually the initial letter of the plain component, is :set oppo,-ite the 
key letter in the cipher component; the plain text letter to be enciphered is sought in the plain component and its equivalent 
is the letter opposite it in the cipher component. See in this connection subpar. la/ of Military Cryptaualytic8 Part II. 

5 This is the specific key as recovered from this single message. It is quite possible that the complete key is UNITED 
NATIONS ORGANIZATION, UNITED NATIONS SECURITY COUNCIL, etc.; a longer message would prove whether the key is 
UNITED NATIONS used repetitively, or whether it is a phrase beginning with these two words. 
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of a message are enciphered monoalphabetically, the true and complete idiomorphs of word patterns 
will be patent, regardless of the identity of the particular alphabet used in the encryption of each word. 
These idiomorphs and word lengths can then be used as a basis for the probable-word method of attack. 

b. Let us study the following low-echelon ground message in which the actual word lengths have 
been preserved in the cipher text: 6 

IUITD QHIWE LVCGWPCLZ RP NIV GYPYSYCV NC IXHCXWUJ ORS ZXH 

GRPPRVQDOB SE OKYNMMHKV GUJLTN MYIN WZ IVURNI CLSWZVHS 

We note some strong idiomorphic sequences, in particular the following: 

(1) IUITD 
aba 

(2) GYPYSYCV 
abaca 

(3) GRPPRVQDOB 
abba 

(4) OKYNMMHKV 
abcddea 

Looking up these patterns in idiomorph lists,7 and guided by the delimitations of the words, we arrive 
at the following assumptions: 

(1) IUITD 
ENEMY 

(2) GYPYSYCV 
DIVISION 

(3) GRPPRVQDOB 
BATTALIONS 

(4) OKYNMMHKV 
ARTILLERY 

The cipher values of these plain-cipher equivalencies are entered into a sequence reconstruction matrix 
of four levels (representing the four word assumptions), as follows: 

P: A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
(1) I T U D 
(2) G y V C s p 

(3) R G Q V 0 D B p 

(4) 0 H N M K y V 

Frnum; 3a 

Noting in lines (2) and (3) that the intervals between the letters G, V, and P are the same in both cases, 
we can assume direct symmetry 8 of position. In a few moments our reconstruction matrix will look 
like this: 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
(1) S H B P I N M R G T U K Y Q V C O D 
(2) M R G T U K Y Q V C O D S H B P I N 
(3) R G T U K Y Q V C O D S H B P I N M 
~) 0 D SH BP IN M R GT UK Y Q V C 

FIGURE 3b 

c. The rest of the plain text can be recovered either by (1) completion of the plain-component 
sequence, insofar as possible, in order to reveal further plaintext fragments which may be expanded and 
thus make possible the filling in of additional values in the cipher component, or by (2) recovery and 
expansion of the partial specific key for the message. An important additional step in solution is the 
recovery of the missing letters in the cipher component by analysis of the construction of the component 
in cases of systematic derivation. These points will be taken up in order in the subparagraphs below. 

6 Foolish as this may be, it has happened in operational practice. 
7 Cf. Appendix 3, Military Cryptanalytics, Part I. 
8 Cf. par. 28, Military Cryptanalytics, Part II. 
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(1) Let us complete the plain-component sequence on the second and third words of the message, 
after first converting the cipher letters into their plain-component equivalents (where known), using for 
this purpose the uppermost cipher alphabet given in Fig. 3b. This is shown in the illustration below: 

IUITD QHIWE LVCGWPCLZ LVCGWPCLZ LVCGWPCLZ 
ENEMY SBE VWL OW GVWL OW HVWL OW 

TCF WXM EX HWXM EX IWXM EX 
UDG XYN FY IXYN FY JXYN FY 
VEH YZO GZ JYZO GZ KYZO GZ 
WFI ZAP HA KZAP HA LZAP HA 
XGJ ABQ IB LABQ IB MABQ IB 
YHK BCR JC MBCR JC NBCR JC 
ZIL CDS KO NCDS KO OCDS KO 
AJM *DET LE ODET LE POET LE 
BKN EFU MF PEFU MF QEFU MF 

*CLO FGV NG QFGV NG RFGV NG 
DMP GHW OH RGHW OH SGHW OH 
ENQ HIX PI SHIX PI THIX PI 

*FOR IJY QJ TIJY QJ UIJY QJ 
GPS JKZ RK UJKZ RK VJKZ RK 
HQT KLA SL VKLA SL WKLA SL 
IRU LMB TM WLMB TM XLMB TM 
JSV MNC UN XMNC UN YMNC UN 
KTW NOD VO YNOD VO ZNOD VO 
LUX OPE WP ZOPE WP AOPE WP 
MVY PQF XQ APQF XQ BPQF XQ 
NWZ QRG YR BQRG YR CQRG YR 
OXA RSH ZS CRSH ZS DRSH ZS 
PYB *STI AT DSTI AT *ESTI AT 
QZC TUJ BU ETUJ BU FTUJ BU 

*RAD UVK CV FUVK CV GUVK CV 

FIGURE 4a FIGURE 4b FIGURE 4c 

The generatrices with the most plausible possibilities for the continuation of plain text are marked with 
an asterisk. If the context of the message cannot be gotten from this diagram, what we can do is to take 
the third word, LVCGWPCLZ, and assume that the letters for which we have no plain-component equiva­
lents in the first cipher alphabet of Fig. 3b represent one of the eight missing plaintext letters, G, H, J, 
P, R, T, U, or Z. If we assume that the first letter (Le) of this word represents GP (on the first or conversion 
row of the generatrix diagram just beneath the ciphertext letters), we obtain the result shown in Fig. 4b; 
when we try Lc=Hp, as shown in Fig. 4c, we obtain an excellent plaintext tetragraph on the third genera­
trix from the bottom, and see that the word is ESTIMATED. The newly recovered values in the cipher 
alphabet will aid in establishing the remaining unknown letters in the generatrix diagrams for other 
words of the message. 

(2) For the second method, let us refer again to Fig. 4a. The key letter used to encipher the first 
word, ENEMY, is Sk (assuming AP to be the index letter in the usual Vigenere equation), since Ic=EP. 
Now for the second word, if Q0=Cv (one of the asterisked good generatrices for this word), the key is 
Yk; if Qc=F P, Bk=U; and if Qc=Rp, Bk=H. The first key digraphs thus formed, SY, SU, and SH, are all 
compatible as English word beginnings. For the third word of the message, considering the two asterisked 
generatrices in Fig. 4a, if Vc=Dp, Bk=Q; if V0 =Sp, Bk=P. Therefore the first three key letters are now 
resolved as SYP or SUP; SYP is quickly discarded, and SUP should be followed by an E, I (less likely), 
P, or R, suggesting words such as SUPERIOR, SUPPORT, or SUPREME. A quick check on the message 
establishes that, with Bk=R, the fourth word deciphers to ATP. Proceeding in this fashion, we are able 
to recover the key and simultaneously the plain text in record time. 
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(3) In cases wherein the cipher component has been constructed in some systematic manner, analysis 
of its derivation will make possible recovery of the component in its entirety after a sufficient number of 
values has already been placed correctly. 9 What constitutes "a sufficient number of values" depends 
upon the type of construction of the component, as well as the vagaries of the particular situation at 
hand. Taking for example the cipher component as established in Fig. 3b, 

S H B P I N . . M . R G T U K . Y . Q . . V C O D 

we observe the digraphic fragments BP and GT. If these are a part of a transposition-mixed sequence, 
the mechanics of the system would indicate that the fragments are part of the diagram B . . . G, 

P Q R S T 
which means that three of the letters CDEF lie in order between Band G, and that directly above them 
are the letters composing the key word for the transposition matrix. However, since R immediately 
precedes the G in the sequence, it appears that R is part of the key word and not part of the remaining 

HY DR 
alphabetic portion. Thus the fragmentary matrix B . . G can be reconstructed, from which, with but 

P Q S T 
little imagination, the key word HYDRAULIC may be seen emerging, so that the entire component is 
derivable from the following diagram: 

4 9 3 7 1 8 6 5 2 
H Y D R A U L I C 
B E F G J K M N 0 
P Q S T V W X Z 

d. By means of the foregoing methods, we can establish that the primary components are the 
following: 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
C: A JV COD F SH BP IN Z L M X R GT UK WYE Q 

The complete message and the specific key are given below: 

s u p R E M E C 0 u 
ENEMY FORCE ESTIMATED AT ONE DIVISION OF INFANTRY AND TWO 
IUITD QHIWE LVCGWPCLZ RP NIV GYPYSYCV NC IXHCXWUJ ORS ZXH 

R T 0 F T H E u 
BATTALIONS OF ARTILLERY MOVING WEST OF NEWTON JUNCTION 
GRPPRVQDOB SE OKYNMMHKV GUJLTN MYIN WZ IVURNI CLSWZVHS 

(NITED STATES) 

Now that the components have become known sequences, the solution of subsequent messages en­
ciphered with these components but with different specific keys is a simple matter, involving only a 
conversion of the cipher letters into their plain-component equivalents and a completion of the plain­
component sequence. This point required re-emphasizing because in actual operational problems it is 
frequently forgotten. 

e. The example in subpar. b involved a case of direct symmetry of position. If both the plain and 
the cipher components had involved mixed sequences, indirect symmetry of position would have 

9 For a treatment of the cryptographic mechanics of systematically mixed sequences and their cryptanalytic recovery, 
see par. 51 (on pp. 86-90) of Military Cryptanalytics, Part I. 
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applied. 10 As an example of such a case, let us suppose that the cipher text of the message in question 
had been different, and that the sequence reconstruction matrix in Fig. 3a had been the following: 

¢ A B 
1 
2 
3 R C 
4 0 

CDEFGHIJKLMNOPQRSTUVWXYZ 

J : ~ g u ~ ~ N g ~ I : I 
'---~ 

FIGURE 5 

(I) We observe the proportion AR (0-1, 3-1) =ON (0-15, 3-15) which is duplicated in AR (0-1, 
k1-I8) = ON (4-1, 4-18); 11 this is indicative that symmetry extends to the !4 line, and therefore that the 
plain and cipher components are identical sequences. Consequently, we are able to chain to the 0 line, 
deriving the following sets of partial chains: 

¢-1 
0-2 
¢-3 
¢-4 

EH 
0 D J 
AR 
A 0 

s u 
M U N L Y 0 

V I P N Y 
B C I L U 0 NM 

L Q R N E W I S 

FIGURE 6 

T S Q 
T C y K 

(2) We note that the fragmentary chains ONM and TSQ of the 0--3 set appear to be parts of a keyword­
mixed sequence in reverse; so, proceeding with the graphical method 12 of indirect symmetry, we assign 
to these chains the notation --t, and then we arbitrarily assign the notation J to the 0-2 chains. The 
four sets of fragmentary chains will then be amalgamated into the diagram shown in Fig. 7a, below. 

C B 
Q S T V 

U L I 
K M N O P 

YD RA 
J 

FIGURE 7a 

l 2 3 4 5 6 7 8 9 10 11 12' 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

J K M N O P Q S T V 
Y D R A U L I C B 

J K M N O P Q S T V 

:FIGURE 7b 

This diagram may then be expanded into that shown in Fig. 7b, consisting of the integration of two 
major chains tied together by the vertical VIP relationship. 

(3) Now noting in Fig. 7b the sequence VCS on a diagonal and the letters S. Vin the top row, we 
realize that the distance V to C when measured on the primary component should be 12, i.e., one-half 
of the distance (24) between V and S on the top row. Consequently, we may place the C at a position 
12 spaces to the right of the V, which permits us to expand our diagram into the following: 

1231567~\I 

J KM NOP Q@T 
~ tt u w u IB u m n n ~ M ~ ~ 

YD RAUL I@B ... 
YDRAUL 

J K M N O P 

FrnuRE 7c 

(4) The fragmentary chains EH and EW in Fig. 6 could have been placed in their proper positions 
earlier in Figs. 7a-c; however, in order to illustrate a point, we have delayed their amalgamation until 
now. We note that the 0--1 chains in Fig. 6 are at a decimation of -10 in the sequence in Fig. 7c; there 
is only orie possible placement of the letters E and H at this interval, which then fixes the position of the 

10 Cf. Chapter VI, Military Cryptanalytics, Part I I. 
11 This notation has been discussed in footnote 2 on p. 92, Military Cryptanalytics, Part II. 
12 Cf. par. 46, Military Cryptanalylics, Part II. 
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last unused letter, W, the placement of which heretofore could have been ambiguous. ThesP. letters fit 
into the reconstructed sequence as follows: 

J K M N O P Q S T V W . H Y D R A U L I C B E . . 

It is a pleasure to use, without encountering a risk of cavilation the word "obvious" 13 as regards the 
positions of the missing letters: 

J K M N O P Q S T V W X Z H Y D R A U L I C B E F G 

j. The immediately preceding example treated a case of identical sequences proceeding in the same 
direction for the plain and cipher components. If the cipher component had run in the reversP- direction, 
or if the components had been two different [unknown) mixed sequences, indirect symmetry would still 
have applied, with the exception (and a very important exception indeed) that chains to the 0 line 
would have been excluded, all chaining being done within the matrix. This prohibition would result in 
the situation that not only would a ,-,ingle short message encrypted in such a system be well-nigh unsolv­
able, but that even if we had a long message or a small volume of traffic, it would probably be necessary 
to make a fairly large number of assumptions, all correct, before there would be enough data available 
to permit their manipulation and exploitation by indirect ,;ymmetry. 

g. Now that we have understood the details of solution of cases wherein the true word lengths have 
been preserved, we will take up the situation wherein the cipher text has been tran,;mitted in its usual 
form of 5-letter groups. 

(1) Let us suppose that we have a number of messages, all of which are known to have been en­
ciphered monoalphabetically by word lengths with the same pair of unknown primary mixed components 
and (although this is not a vital consideration) in the same message key. 14 Five messages have been 
select,ed from the aggregate because of the presence of polygraphic repetitions between them; the begin­
nings of these messages are shown in Fig. 8a, below: 

1. G K B S A M K U H Q P J C G K K L J H K C F V T Y 

2. A L E. J Q A K G L Y L W H R H C D H K U V B V P V 

3. S T T J U M A M K U Z I U V S V N R L Z O K L Z P 

4. L K Q A M G I J E U M G P J C G K K L J H B E K V 

5. B K J U A I E S A A S B R H S L Y L W H H Q Y E P 

FIGURE Sa 

13 The reader is reminded of the pithy anecdote on the word "obvious" quoted in footnote 11 on p. 6 of J'tfilitary 
Cryptanalytics, Part I. 

14 If this latter fact had not been known, it could have been conjectured, from an examination of the I.C.'s of groups 
of columns, that the same message key was used for ull the messages. In the particular example in Fig. Sa, the LC. of 
the first ;; columns (taken collectively) is 1.56, while that of the first 10 is 1.76, and thereafter the I.C. drops off very 
rapidly even though we arc adding more data to our distribution for evaluation. The grouped I.C.'s for the first N columns 
are summarized in the diagram below: 

N 

5 
6 
8 

iO 

LC. 

1. 56 
I. 55 
1. 73 
1. 76 

N I.C. 

12 1. 53 
15 I. 33 
20 1. 37 
25 1. 24 

The reason for the low I.C.'s of the first 5 and the first 6 columns is that the sample was insufficient to portray what we 
expect of English plain text; on the other hand, the reason for the high I.C.'s of the first 8 and the first 10 columns is 
that the beginning words of these messages probably exceed the average length (.5.2 letters) of all English words. 
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(2) The 5-letter and 9-letter repetitions have the length and idiomorphic patterns of ENEMY and 
ARTILLERY, respectively. Taking into account that the average word length in telegraphic English 
plain text is 5.2 letters, it appears that both of these words were probably enciphered by the third letter 
of the message key, 15 although the relative numerical identity of the particular alphabet is really of no 
concern to us at the moment. On the basis of the idiomorphic beginning, Message No. 3 could start 
with the word AMMUNITION, making the 4-letter repetition TION which is cryptolinguistically titillating; 
the first word of Message No. 1, LOCATION, comes immediately thereafter, which is followed by 
COUNTERATTACK at the beginning of Message No. 5, HOSTILE at the beginning of Message No. 4, and 
THRUST at the beginning of Message No. 2. From the solution of the first three words of these five 
messages, and with the concurrent exploitation of the direct symmetry manifested, the primary cipher 
component is established as 

S H B P I . Z L M . R G T U K W Y E Q A J V C . D F 

(3) The key letters (under Av) of the first three alphabets are S, U, and P. The rest of the solution 
proceeds either by the generatrix method as outlined in subpar. llc(l), or by analysis of the key as 
illustrated in subpar. llc(2). The complete texts of the message beginnings are shown in Fig. 8b, below: 

1. 

2. 

3. 

4. 

5. 

G K B S A 
L O C A T 

A L E J Q 
T H R U S 

S T T J U 
AM MUN 

LKQ AM 
H O S T I 

B K J U A 
C O U N T 

MK UIH QI p JC GK 
I O N O F A R T I L 

AIK GIL y 
T B Y E N 

G IIJ Eu 
LEH EA 

L w HIR H 
EM YA R 

M GIP JC 
V Y A R T 

KL J HIK 
LE RYE 

C F V R T 
M P L A C 

CD HK uni VB V p V 
M O R E E L E M E 

G K K L J 
I L L E R 

0 KL ZIP 
U L E D T 

HIB EK V. 
Y S H E L 

I E S A A 
E R A T T 

s B RJH s1 LY L w HI HQ YE zTj. 
A C K O N E N E M Y R I G H 

FIGURE Sb 

(4) It may be seen from the foregoing example that the general theory of idiomorphic attack and 
the probable-word method remains the same for 5-letter texts as it is for text divided into bona fide word 
lengths; only the details of the execution differ. Where a small volume of homogeneous traffic is at hand, 
and something is known about the correspondents and the nature of the messages, solution should pose 
no problems (other than usual cryptanalytic headaches concomitant with operational situations of 
minor systems in which only a few messages are available). 

12. Solution by means of isomorphs.-a. The phenomenon of isomorphism and an illustration of 
the exploitation of isomorphs in cipher text were covered in the previous volurne.16 In practical crypt­
analysis the phenomena of isomorphism afford a constantly astonishing source of clues and aids in 
solution. The alert cryptanalyst is always on the lookout for situations in which he can take advantage 
of these phenomena, for they are among the most interesting and most important in cryptanalytics. 

'" We have already noted that the common plain-cipher equivalencies Ev=L0 and Yv=H. in the two words establish 
the fact that these words were enciphered by the same alphabet. 

16 Cf. par. 71, Military Cryptanalytics, Part II. 
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b. Let us consider the case of word-length encipherment involving an unknown pair of primary 
components, the cipher text being transmitted in the customary 5-letter groups. The following crypto­
gram is available for study: 

L H J J T Y Z L D X Z H Y P H Z F O C X L I M D F G O O B D 

P F Q X X Q G Y J P R X G J G L T S R M K S P G Z Z I J F P 
------------------------ -------·• 

K E F G J I M K H X W I Y D C C T A U E E D T F K H U N F Z 
.-------------------· 

H S G R G E G J K L I B W X W D V B B O W T D X S T V W M T 

F B D J Z I Y Z B E X X X X X 

c. There are no long polygraphic repetitions in evidence. An isomorphic search,17 however, uncovers 
several isomorphic sequences indicated by the dotted lines above; these are grouped into the following 
two sets of isomorphs: 

Set "A" 

(a) L H J J T Y Z L D X Z H Y 
(f3) P G Z Z I J F P K E F G J 
('Y) D V B B O W T D X S T V W 

Set "B" 

~) D F GOO B D 
(E) T A u E E D T 

If these isomorphs are causal isomorphs, i.e., isomorphs produced by the different encryptions of identical 
plaintext sequences, then the relationships between corresponding letters of the isomorphs reflect the 
relationships between different juxtapositions or slides of a cipher component against a plain component; 
these relationships, latent in the isomorphs, may be made patent through the mechanics of indirect 
symmetry. 

d. The partial chains derivable from these isomorphs are given below: 

a-{j: 

a--y: 
{j--y: 
O-E: 

L P H G Y J Z F T I 
L D X S H V J B Z T 0 

J w P D G V 
B D T F A 

Z B I 0 
G U O E 

D K X E 
y w 
F T K X E S 

Using the graphical method of indirect symmetry, these partial chains may be amalgamated into the 
diagrams shown in Figs. 9a and b, below. We note in Fig. 9a the ~ 1 relationship of the letters XZ, ST, 

2 
OP, and EF, and conclude that the cipher component must be a keyword-mixed sequence. We now 
expand the diagram of Fig. 9a by placing the Win position diagonally ahead of the XZ, and we duplicate 
the remaining letters in their proper position with respect to the W just placed a moment before; this 

y w 

J B 
L D X S 
Z T 0 
P K E 
F I 
A 

FIGURE 9a 

H V 

G 
u 

FIGURE 9b 

y w 

J B Y@ 
L o®s 
@TOJB 
P K E L D X S 
F I Z T 0 
A P K E 

F I 
A 

FIGURE 9c 

y w 
H® 

J B Y@. 
L o@s G 

@TO J BU 
P K E L D X S 
F I Z T 0 
A P K E 

F I 
A 

FIGURt: 9d 

17 For a systematic method of searching for isomorphs, see footnote 7 on p. 17 4 of Military Cryptanalytics, Part II. 
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is shown in Fig. 9c. This facilitates placing the diagram of Fig. 9b into the array (on the basis of the VWXZ 
diagonal), resulting in the final diagram shown in Fig. 9d. From this latter figure, the original cipher 
component, minus 5 letters, may be chained out: 

I 2 3 4 5 6 7 8 9 W ll ~ ~ M U W ff ~ W ~ n ~ ~ K ~ ~ 

BEFGJK .. OP.STVWXZHYD.AULI 

Our old friend HYDRAULIC. 
e. We have the sequence for the cipher component, but now what? We could assume the plain 

component to be the normal sequence, direct and then reversed, and we could convert the first few 
cipher letters into their plain-component equivalents on these hypotheses and then complete the plain­
component sequence; if we are correct in our assumption, a plaintext word would be revealed on one 
generatrix, another word on a different generatrix, etc. We could also assume the plain component to be 
the same as the cipher, in the same or in the reverse direction, and we could complete the plain-com­
ponent sequence accordingly. All of these attempts fail, so it means that we are faced with a plain 
component of unknown composition. We have the cipher component at hand, it is true, but unless we 
know or can deduce the motion of the cipher component, 18 it will be impossible for us to convert the cipher 
text into monoalphabetic terms; in other words, the original cipher is already reduced as far as it will go. 
Plaintext assumptions are now an absolute necessity. 

f. It can be seen by referring to the two sets of isomorphs in sub-par. c that Set "A" has the com­
plete idiomorphic pattern for COMMUNICATION, and that Set "B" has the idiomorphic pattern contained 
in ARTILLERY. If the now known cipher component is set down and the plaintext equivalents for the 
first occurrences of the assumed COMMUNICATION and ARTILLERY are recorded in the rows labelled 
P1 and P2 of the diagram below, direct symmetry of position will of course apply, provided that there 

C: HY DR AUL I C B E F G J K M N O P Q S TV W X Z 
P1 0 N A C M U T I 
P 2 R E T I A L Y 

is a tie-in letter between the sequences; there happen to be three such letters, so that the plain com­
ponent may be expanded as follows: 

ONA.LYC ...... M.R ..... UE.TI 

Since there are manifested the phenomena of a keyword-mixed sequence in the plain component, we may 
further expand the sequence into the following: 

ONA.LYCDFGHJKM.R ..... UE.TI 

If the key word for the sequence cannot be guessed from this partial sequence, we might finish the solu­
tion by a modification of the method indicated in subpar. llc(l), with the difference that, in this case, 
not only will some of the cipher letters not have plain-component equivalents, but also that the plain 
component itself will have gaps in its sequence in the plain-component completion diagram. After the 
key word ( QUESTIONABLY) for the plain component has been recovered, the solution can be completed 
by the generatrix method, keeping in mind the reconstruction of the message key as a means of quick 

18 See in this connection subpar. 71d on p. 175 of Military Cryptanalytics, Part II. 
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analysis after a few letters of the key have been derived. The complete decipherment of the message 
is shown below: 

s T R I 
L H J J T Y Z L DX Z H YIP H z Flo c x L IIM D F G O O B D 
C O M M U N I C A T I O N W I TH FIR S T A R T I L L E R 

K E w H I L 
PIF Q x xi Q GIY J p RX G JIG LT s RIM K SIP G z Z I J F P 
Y W I L L B E T H R 0 U G H C 0 R P S A N D C O M M U N I C 

E T H E 
K E F G 

~I 
IM K HIX w I Y D gl C T A U E EDT FIK H U N F Z 

A T I 0 W I T H S E C O N ART IL L E R Y T H R O U G 

I R 0 N I 
HIS GR G E G J KIL I B w1x wl D V B B 0 W T D X S TV WIM T 
H D I V I S I O N S T O P N 0 C O M M U N I C A T I O N A F 

s 
F B DIJ z I Y Z B E ;Ix xx x 
T E R M I D NIGH 

FIGURE 10 

The key for the message, under Qp as the index letter, 1s "STRIKE WHILE THE IRON IS . . . 
(HOT?) II 19 

g. In connection with the solution of the problem in this paragraph, let us take a closer look at the 
isomorphs listed in subpar. c. These are given below, together with their plaintext equivalents: 

Set "A" 

C O M M U N I C A T I O N 
(a) L H J J T Y Z L D X Z H Y 
(/3) P G Z Z I J F P K E F G J 
('Y) D V B B O W T D X S T V W 

Set "B" 

(A)R TILLE R(Y) 
(o) D F G O O B D 
(E) T A U E E D T 

In case it had escaped attention before, note the ciphertext fragments XZHY, EFGJ, and STVW at the ends 
of the isomorphs of Set "A". These three tetragraphs, transparent in the cipher text, are actually frag­
ments of the keyword-mixed sequence constituting the cipher component. The reason for their presence 
is not hard to find: the plain text equivalent of the isomorphs ended with TION and the letters TION 
happened to be a fragment of the keyword-mixed sequence constituting the plain component. (Note 
also, from Set "B", that AU must also be in sequence in the cipher component.) This information would 
have been of assistance to us in the chaining process pursued in su bpar. d; for pedagogical reasons, 
however, we delayed drawing attention to thiic, situation until now. Needless to say, this situation or a 
recognizable variation of it could be of considerable assistance in the solution of a difficult problem of 
only a few messages in actual operations. 

h. One more very important facet of isomorphism should be discussed at this point. Let us suppose 
that we have recover(ld the cipher component of the message under study through the exploitation of 
isomorphs as just demonstrated; but let us suppose that the two plain text assumptions (COMMUNICATION 
and ARTILLERY) were insufficient to disclose enough of the sequence for the plain component to permit 
its facile recovery.20 Additional plaintext assumptions are necessary, but we seem to have milked the 

19 Hot. 
20 This would be the case if the plain component were not a keyword-mixed sequence but were, let us say, a trans­

position-mixed sequence. 
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cipher text dry with the two cribs we have already placed. The problem confronting us is how to make 
further "educated guesses" that might display a trace (or more, we hope) of erudition. 

i. Since the cipher component has become a known sequence, let us set it down, numbering its 
elements serially from 1 to 26, as follows: 

1 2 a 4 5 6 7 s 9 10 11 12 13 H 15 16 11 18 rn 20 21 22 23 u 25 26 

H Y D R A U L I C B E F G J K M N O P Q S T V W X Z 

Let us first replace the letters of the cipher text by their numerical equivalents according to the 
HYDRAULIC sequence. We will then take a delta or lateral difference stream 21 from these numerical 

· values, by subtracting each number from the following one; 22 however, instead of recording the numerical 
difference, we will record the literal equivalent of this numerical difference according to the HYDRAULIC 
sequence above. The result of this process is shown in Fig. 11, below: 

L H J J T Y Z L D X Z H Y P H Z F O C X L I M D F G O O B D 
7 1 U 14 22 2267325 26 1 2 19 I 26 12 18 9 25 7 8 ffi 3 U ~ q R 10 3 

UZI U W LT T H H H N I X FUN M I H I g._,._C---=-H.:....:.:A=-=Z--'O::_.;:.P• 

PFQXX 
19 12 20 25 25 

Q G y J P 
20 13 2 14 19 

RX G J G 
4 25 13 14 13 

L T S R M 
7 22 21 4 16 

K S P G Z Z I J F P 
15 21 19 13 26 26 8 14 12 19 

+! P I A Z SP K FA E S J H X Q K X C F XU W .Q__g Z I U W L, 

KE F G J IM K H X W I Y D C CT AUE EDTFK HUNFZ 
15 11 12 13 14 8 16 15 1 25 248239 9225611 11 a ~ u ~ 1 6 n u 26 

•TTHHH Q I X F W X B Q HU Z G CH A Z OP MD FAES J, 

HS GR G E G J KL I B W X W D V B B 0 W T D X S T V W M T 
12111413 111314157 8 10 24 25 24 323101018 H ~ 3 25 n ~ 23 U ffi ~ 

Ji Q O N C W Y H H 0 HY J H X A .Q_g Z I U W L T T H H H O U 

FBDJZ I Y Z B E XX XX X 
121081426 82261011 2525252525 

M W P E F I Q W B H J Z Z Z Z 

FIGURB 11 

j, We can see, by comparing Fig. 11 with the original plain text as given in Fig. 10, that the delta 
strearp has revealed all of the polygraphic repetitions of trigraphs or better in the underlying plain text. 23 

Note the IXF repetition in the delta stream, which means that the ciphertext sequences PHZF and 
IMKH .must represent the same plain text (probably the word WITH, since it is a four-letter repetition 
following COMMUNICATION); the PHZF and IMKH sequences are actually isomorphic, but we were unable 
to recognize them as such until now. Also note the delta repetition FAESJH, which means that the 
ciphertext sequences YJPRXGJ and KHUNFZH (an isomorphic pair whose isomorphism we were unable to 
trust before, because of a lack of sufficient corroborative values in the isomorphic repetition pattern) 
must represent the same plain text (in this case, the assumption of the word THROUGH would be per­
mitted). Note further the HH digraphic fragment in the delta stream, which means that GJKc must 
represent IONP (from COMMUNICATION); since this is not preceded by T 1,, the assumption of SP and there­
fore DIVISION is encouraged. With these plaintext values and those which follow as a direct result 
of our analysis thus far, it would be a simple matter to reconstruct the plain component almost in toto 
and the plain text of the message in its entirety. 

13. Additional remarks.-a. One of the practical difficulties in employing systems in which the 
keying process shifts according to word lengths is that in handling such a message the deciphering clerk 
is often not exactly certain when the termination of a word has been reached, which results in the Joss 
of time and effort. For instance, in deciphering a word such as INFORM, the clerk would not know whether 
he now has the complete word and should shift to the next key letter or not; the word might be INFORMS, 

21 The application of delta stream techniques to the solution of digital cipher systems has been illustrated in Chapters 
XI and XII of Military Cryplanalytics, Part I I. 

22 In this process, subtraction is performed mod 26: i.e., if we are to subtract a large number from a smaller, we add 
26 to the smaller before subtraction. For example, l-7=(1+26)-7=2O=Q in the scale above. 26 is equivalent to 0 
in this modulus, so that 14-14=0=Z. 

23 The plaintext repetitions are foreshortened by one letter in the delta stream; e.g., COMMUNICATION, a 13-letter 
word, appears as a 12-letter sequence in the delta stream. 
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INFORMED, INFORMING, INFORMAL, INFORMATION, etc. The past tense of verbs, the plural of nouns, 
and terminations of various sorts capable of being added to word roots would give rise to difficulties, 
and the latter would be especially troublesome if the messages contained a few telegraphic errors to 
boot. Consequently, word separators are often adopted to circumvent this source of trouble. 24 These 
separators usually consist of an infrequent letter, such as XP or QP, which is placed after every word of 
the plain text and is encrypted along with the rest of the message. 25 

(1) When word separators are employed and this fact is once suspected or discovered, their presence 
is of as much aid to the cryptanalyst in hi_s solution as it is to the clerks who are to decipher the mes­
sages. As an example, let us study the following cryptogram: 

IWJIR NPTXS FIWCM SDFEW SBLXQ LBHFL 
FMZXD GRMCR SWPTX SFIWC KAMWZ XLXWQ 
GQZZO IHMIR OLOMI DXZFG PLKIS CAHQZ 
LYLGU FINSX LOHZA SXAFD XTFIZ PJXMM 
IOOLU IKVGC MGITZ HWDRG GIWMY RZWNP 
XFQXO TMCNA UUEJJ IKVGH RZYIP MWIDL 

TYIFD 
BAARN 
MGNWX 
QDCPE 
FDCEM 
RDCWI 

UVLUL 
FLTVQ 
BTIYQ 
WYIBZ 
YFASY 
PGAQC 

JRLYG 
AMQDZ 
BDLTP 
QGHBH 
PJWHX 
SACWP 

HRZYI 
LVUQK 
NPQUD 
RXDTX 
JZGWW 

Collateral information indicates that the cryptosystem involves monoalphabetic encipherment by word 
lengths, a word separator being used to signal the change to a new key letter; the key letters themselves 
form a plain text word as a mnemonic key. 

(2) If the encipherment is by word lengths and a word separator is used, the average length of words 
should be 6.2 letters. Since a key word is used to control the selection of alphabets, if a polygraphic 
repetition of significant length is present in the cipher text, the interval between the first and second 
occurrences should give a fair indication of the length of the key, unless there are repeated letters in the 
key and these polygraphic repetitions happen to be produced by identical key letters in different posi­
tions in the key word. We note the 8-letter repetition PTXSFIWC at an interval of 56 letters; this would 

seem to indicate that the key word is 
6
56 or 9 letters long, give or take a letter. Since there is another 
.2 

polygraphic repetition present, GHRZYI at an interv(ll of 224 letters, the division:~: =36=4X9 furnishes 

corroboration of the length of the key word, and dispels fears that these repetitions may have been 
produced by identical key letters in different positions in the key word. 

(3) When word separators have been used, the first and last letters of long polygraphic repetitions 
are most likely to be word separators; 26 consequently, in the case of the first repeated sequence, 
PTXSFIWC (representing either the second or third word of the message), P0 and C0 should represent 
the word separators. Now if the cipher text of the message is written out in lines of 50--60 letters or so 
using the repeated sequence PTXSFIWC as a sort of base, we might be ahle to pick out the successive 
word separators; this is shown in the diagram below: 

IWJIRNPTXSFIWCMSDFEWSBLXSLBHFLTYIFDUVLULJRLYGHRZYIFMZXD 
I I / ; "\ ..._______ I I ~ 

GRMCRSWPTXSFIWCKAMWZXLXW BAARNFLTVQAMQDZLVUQKGQZZOIHMIROLOMID 
\ I ~ I ~ / _;,--- / 

XZFGPLKISCAHQZMGNJXBTIY BDLTPNPQUDLYLGUFINSXLOHZASXAFD 
T "" / T "\ T "\ ~ XTFIZPJXMMQDCPEWYIBZ GHBHRXDTXIOOLUIKVGCMGITZHWD 

r ~ "" ~ ' ~ ~ ..._______ RGGIWMYRZWNPFDCEMYFASYPJWHXJZGWWXFnXOTMCNAUUEJJIKVGHRZYIPMWID T"'\ ~ s_ - -

LRDCWifGAQQSAC!Y:P 
FIGURE 12 

2' See the discussion on word separators in subpar. 100d of Military Cryptanalytics, Part II. 
25 Occasionally, unenciphered word separators are encountered, there being employed for this purpose a character not 

otherwise used in the cryptographic scheme. 
28 The occasional exceptions would be cases of the partial repetitions arising from pairs of words such as INFORMS 

and INFORMATION, wherein the initial letters of the ciphertext repetitions would represent a word separator, but the 
final letters would represent Mp, the last letter of the root word. 
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· Note that the next-to-last separator, I., was preferred to a preceding z. (also a possibility as a word 
. separator) because of the final letter of the GHRZYI repetition. With the word divisions now known, it 
· is an easy matter to make plaintext assumptions based on word lengths and idiomorphs; the rest of the 
solution is left to the reader as an exercise. 

(4) The foregoing example involved but a single message and a relatively short message key so that 
during the encryption five complete cycles of the message key were employed; it was this re-use of the 
keying sequence that permitted a solution. It is obvious that, regardless of the length of the key, if 
we had five or six messages or so in the same key, we could have written them out over one another and 
by careful scrutiny we could have determined the word separators much in the same fashion as was 
illustrated by the diagram of Fig. 12, above. 

b. The systems thus far discussed are all based upon word-length encipherment using different 
cipher alphabets. Words are markedly irregular in regard to this feature of their construction and thus 
aperiodicity is imparted to such cryptograms. But variations in the method, aimed at making the 
latter somewhat more secure, are possible. Instead of enciphering according to natural word lengths, 
the irregular groupings of the text may be regulated by other agreements. For example, suppose that 
the numerical value (in the normal sequence) of each key letter be used to control the number of letters 
enciphered by the successive cipher alphabets. Depending then upon the composition of the key word 
or key phrase, there would be a varying number of letters enciphered in each alphabet. If the key word 
were PREPARE, for instance, then the first cipher alphabet would be used for 16 ( = P) letters, the second 
cipher alphabet, for 18 ( =R) letters, and so on. Monoalphabetic encipherment would therefore allow 
plenty of opportunity for telltale word patterns to manifest themselves in the cipher text. Once an 
entering wedge is found in this manner, solution would be achieved rather rapidly. 

c. If the key of the system described in the foregoing subparagraph is short, and the message is 
long, periodicity will be manifested in the cryptograms, so that it would be possible to ascertain the 
length of the basic cycle (in this case, the length of the key) from a single message, despite the irregular 
groupings in encipherment. The determination of the length of the cycle might, however, present dif­
ficulties in some cases, since the basic or fundamental period would not be clearly evident because of 
the presence of repetitions which are not periodic in their origin. For example, suppose the word PREPARE 
were used as a key, each key letter being employed to encipher a number of letters corresponding to 
its numerical value in the normal sequence. It is clear that the length of the basic period, in terms of 
letters, would here be the sum of the numerical values of P(=l6)+R(=l8)+E(=5)+ ... , totalling 
79 letters. But because the key itself contains repeated letters and because encipherment by each key 
letter is monoalphabetic, there would be plenty of cases in which the first letter P would encipher the 
same or part of the same word as the second letter P, producing repetitions in the cipher text. The 
same would be true as regards encipherments by the two R's and the two E's in this key word. Conse­
quently, the basic period of 79 would be distorted or masked by aperiodic repetitions, the intervals 
between which would not be a function of, nor bear any relation to, the length of the key. Cases are 
frequently encountered in which a fundamental periodicity is masked or obscured by the presence of 
ciphertext repetitions not attributable to a fundamental cycle; the experienced cryptanalyst is on the 
lookout for phenomena of this type, when he finds in a polyalphabetic cipher plenty of repetitions but 
with no factorable constancy which leads to the disclosure of a short period. He may conclude, then, 
either that the cryptosystem involves several primary periods which interact to produce a long re­
sultant period, or that it involves a fairly long fundamental cycle within which repetitions of a non­
periodic origin are present and obscure the phenomena manifested by repetitions of periodic origin.27 

d. A logical extension of the principle of polyalphabetic encipherment of variable-length plaintext 
groupings is the case in which these plain text groupings rarely exceed 4' letters, so that a given cipher 
alphabet is in play for only a very short time, thus breaking up what might otherwise appear as fairly 
long repetitions in the cipher text. 

27 See also in this connection footnote 8 on p. 26 of Military Cryptanalytics, Part I I. 
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(1) For example, suppose that the letters of the alphabet to be used as key letters are arranged in 
the order of their relative frequencies in English plain text, and are set off into four groups of 5, 6, 7, and 
8 letters, respectively, as follows: 

E T N R 0 

Group 1 

A I S D L H 

Group 2 

C F P U M Y G 

Group 3 

WVBXQKJZ 

Group 4 

Suppose that a key letter in Group 1 means that one letter will be enciphered; a letter in Group 2, 
that two letters will be enciphered; and so on. Suppose, next, that a rather lengthy phrase were used 
as a key; for example, I KNOW NOT WHAT COURSE OTHERS MAY TAKE BUT AS FOR ME GIVE ME 
LIBERTY OR GIVE ME DEATH. Suppose, finally, that each letter of the key were used to control the 
number of letters to be enciphered by the selected alphabet, according to the scheme outlined above. 
Such an enciphering scheme, using the HYDRAULIC . . . XZ primary cipher component sliding 
against a normal plain component, would yield the following groupings: 

Grouping: 
Key: 
Plain: 
Cipher: 

Grouping: 
Key: 
Plain: 
Cipher: 

2 4 II 4 Ill 4 2 2 3 3 12 1112 

I K N O W N O T W H A T C O U R S E O T H 
TW ENT! ET HREG IM E NTHE AD QUARTER SNOW LOCATED 
HR PYIV SE AKYR X R Z ENAY HR SX T ZYG C WPQ Z UC GO KAR 

112 3 2 3 12 4 4 3 12 2 3 II 

E R S M A Y T A K E B U T A S F O R 
NE AR HEA DQ UART ER SOFF O RTYS ECON DREG IME NT 
WI SF VQM IS TYP K CT LDQQ X HDIY BIQ CIT XH QWM AV 

(2) Here it will be seen that any tendency for the formation of lengthy repetitions would be counter­
acted by the short groupings and quick shifting of alphabets. Before a long plain text passage can be 
enciphered by exactly the same sequence of key letters, an interval of exactly 135 letters (the sum of 
the values of the letters in the key phrase) or a multiple thereof must intervene between the two occur­
rences of the plainte_xt passage.28 When, however, a repeated plaintext passage is at an interval of only 
one or two letters off from 135 or a multiple of 135, there can occur in the system under discussion a 
phenomenon of intermittent coincidences; i.e., coincidences not among all the ciphertext letters repre­
senting the repeated plaintext passage, but among only a few of these ciphertext letters. As an example, 
let us consider the following message beginnings of two messages in flush depth: 

Grouping: 
Key: 
Msg "A": 
Cipher "A": 

11sg "B": 
Cipher "A": 

2 4 II 4 111 4 2 2 3 3 12 1112 

I K N O W N O T W H A T C O U R S E O T H 
TW ENT! ET HREG IM E NTHE AD QUARTER SNOW LOCATED 
HR PYIV SE AKYR X R Z ENAY HR SX T ZYG C WPQ Z UC GO KAR 

FI FTYF IR STD! VIS IONH EA DQ UART E RSI S MOVING 
GM QIGQ X C MNHU F Z J UFEA AH ISM CZY T VWJ TLC U Z CL 

The word HEADQUARTERS is offset one position to the right in Message "B" with respect to its position 
in Message "A". (This same situation would arise if the second occurrence of HEADQUARTERS in Message 
"A" were at an interval of 136 letters from the first occurrence, or 271 letters, or any other multiple of 
135 plus one more letter.) If we set down the cipher equivalents of the two occurrences of HEADQUARTERS 
under the plain text, we have the following: 

H E A D Q U A R T E R S 
A Y H R § X T Z Y G C ~ 
A A H I § M C Z Y T V ~ 

2• Note that, in the case of this particular key, two occurrences of a 14-letter plaintext passage could receive identical 
encipherments at two different positions of the key at which there are identical fragments (GIVE ME) in the key phrase; 
the intervals between these repeated ciphertext sequences would have nothing to do with the length of the period. 
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We notice that the cipher equivalents agree only in the first, third, fifth, eighth, ninth, and twelfth 
letters. The repetitions here extend only to one or two letters; longer repetitions can occur only excep­
tionally. The two encipherments yield only occasional coincidences, i.e., places where the cipher letters 
are identical; moreover, the distribution of the coincidences is quite irregular and of an intermittent 
character. This phenomenon of intermittent coincidences, involving coincidences of single letters, pairs 
of letters, or short sequences (rarely ever exceeding pentagraphs) is one of the characteristics of this 
general class of polyalphabetic substitution, wherein the cryptograms commonly manifest what appears 
to be disturbed or distorted periodicity. 

e. As has already been noted, in aperiodic systems wherein the key is determined or generated 
apart from the plain text being enciphered (as is the case of the example in the foregoing subparagraph), 
cryptographic depth is possible; therefore the analyst may be able, if keying conditions permit, to super­
impose messages and solve the resultant superimposition. On the other hand, in systems wherein the 
plain or cipher text influences or governs in any way the selection of keys, cryptographic depth is usually 
impossible of establishment, except in very special circumstances. 

j. The essence of the systems described in this chapter really comprises monoalphabetic substitution 
in irregular, and usually small, segments; nevertheless, these segments were large enough to permit 
of their isolation and exploitation. As the size of these segments decreases, ultimately to units of single 
letters, so does the difficulty of solution increase-but not beyond the potentials of cryptanalysis, as 
will shortly be demonstrated. 
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CHAPTER III 

SYSTEMS USING VARIABLE-LENGTH KEYING UNITS TO ENCIPHER 
CONSTANT-LENGTH PLAINTEXT GROUPINGS 

Paragraph 

General______________________________________________________________________________ 14 
Plaintext interruptor systems___________________________________________________________ 15 
Ciphertext interruptor systems_________________________________________________________ 16 
Systems empl~ying externally generated or determined keys________________________________ 17 
Solution when known cipher alphabets are employed______________________________________ 18 
Solution when unknown cipher alphabets are employed____________________________________ 19 
Additional remarks__ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 20 

14. General.-a. The systems treated in the preceding chapter incorporated simple methods of 
eliminating or avoiding periodicity by enciphering variable-length groupings of the plain text, using 
constant-length keying units; the essence of those systems was really monoalphabetic encipherment by 
sections,1 the sections comprising irregular-length plaintext groupings. In subpar. 2a, however, it was 
pointed out that periodicity can also be suppressed by applying variable-length keying units to constant­
length plain text groupings; the essence of such systems is poly alphabetic substitution applied to the 
plaintext units (usually single letters). One such method consists in irregularly interrupting the keying 
sequence, if the latter is of a limited or fixed length, and recommencing it (from its initial point) after 
such interruption, so that the keying sequence becomes equivalent to a series of keys of different lengths. 
Thus, the key phrase BUSINESS MACHINES might be expanded, by a particular keying convention, 
into a series of irregular-length keying sequences, such as BUSI/BUSINE/BU/BUSINESSM/BUSINESSMAC, 
etc. Various schemes or prearrangements for determining the type or character of the interruptions 
may be adopted. Several typical methods will now be described. 

b. There are many methods of interrupting a keying sequence which is basically cyclic and which 
therefore would give rise to periodicity if not interferred with in some way. These methods may, however, 
be classified into six general cases as regards what happens after the interruption occurs.2 

Case I: The keying sequence merely stops and begins again at the initial point of the cycle. 
Case II: Certain elements of the keying sequence may "stutter" or be repeated a fixed or a 

variable number of times. 
Case III: One or more of the elements in the keying sequence may be omitted from time to 

time irregularly. 
Case IV: The keying sequence irregularly alternates in its direction of progression.3 

Case V: The keying sequence irregularly alternates in its direction of progression, and, in 
addition, certain elements of the keying sequence may be repeated one or more 
times. 

Case VI: The keying sequence irregularly alternates in its direction ~f progression, and, in 
addition, one or more of the elements in the keying sequence are omitted from time 
to time irregularly. 

c. The foregoing methods may, for clarity, be represented graphically as follows. Suppose the key 
consists of a cyclic seqQence of 10 elements represented symbolically by the series of numbers 1, 2, 3, 

. 0. Indicating an interruption by a vertical line/ we show in Fig. 13, below, the relationship between 

1 See in this connect.ion subpar. 84b(l) on p. 220 of Military Cryplanalytics, Part I. 
2 In addition to the:-:e cases, a "septimum quid" could be listed, as a catchall for "everything else," which includes 

progressions so irregular as to defy classification. 
J It is to be noted that this fourth case could be treated as though it were a special form (with irregularly occurring 

small or large skips) of the third case. 
' What specifically brings about the interruption is here not stated, nor for that matter does it concern us at the 

moment. Suffice it to say that, whatever the cause of the interruption, it is not a function of the plain or of the cipher 
text, but is in this case predetermined by an external convention with steps 3, 1, 6, 7, 5, 8, 2, 4, 9 . 
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the letter at each position of the message and the identity of the element of the keying sequence in the 
six general cases discussed above. 

Letter No. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

Key elements, Case I: 1 2 3 1 1 2 3 4 5 6 1 2 3 4 5 6 7 1 2 3 4 5 1 2 3 
Key elements, Case II: 1 2 3 3 3 4 5 6 7 8 8 9 0 1 2 3 4 4 5 6 7 8 8 9 0 
Key elements, Case III: 1 2 3 5 7 8 9 0 1 2 4 5 6 7 8 9 0 2 3 4 5 6 8 9 0 
Key elements, Case IV: 1 2 3 2 3 4 5 6 7 8 7 6 5 4 3 2 1 2 3 4 5 6 5 4 3 
Key elements, Case V: 1 2 3 3 3 4 5 6 7 8 8 7 6 5 4 3 2 2 3 4 5 6 6 5 4 
Key elements, Case VI: 1 2 3 5 7 8 9 0 1 2 4 3 2 1 0 9 8 0 1 2 3 4 6 5 4 

Letter No. 
Key elements, Case I: 
Key elements, Case II: 
Key elements, Case III: 
Key elements, Case IV: 
Key elements, Case V: 
Key elements, Case VI: 

26 21 2~ 29 ao a1 32 33 34 35 36 37 as 39 40 41 42 43 44 45 46 47 48 40 sll 
4 5 6 7 8 1 2 1 2 3 4 1 2 3 4 5 6 7 8 9 1 2 3 4 5 
1 2 3 4 5 5 6 6 7 8 9 9 0 1 2 3 4 5 6 7 7 8 9 0 1 
1 2 3 4 5 7 8 0 1 2 3 5 6 7 8 9 0 1 2 3 5 6 7 8 9 
2 1 0 9 8 9 0 9 8 7 6 7 8 9 0 1 2 3 4 5 4 3 2 1 0 
3 2 1 0 9 9 0 0 9 8 7 7 8 9 0 1 2 3 4 5 5 4 3 2 1 
3 2 1 0 9 1 2 4 3 2 1 3 4 5 6 7 8 9 0 1 3 2 1 0 9 

FIGURE 13 

Note that in Cases III and VI the amount of skip is here portrayed as being constant. This is not a 
necessary condition in these keying methods; the amount of skip could have consisted of irregular 
jumps as established by the keying convention employed. 

d. If we knew just when the interruptions take place, and if we also knew the exact nature of the 
effect of each interruption,5 then the successive ciphertext sections of encrypted messages in the fore­
going six cases could be properly superimposed so as to be in true cryptographic depth. In the diagrams 
below, the digits in the top line represent the ten keying elements, while the numbers 1-50 underneath 
this line represent the positional identities of the first 50 ciphertext letters. 

Case I 

Case II 

1 
(1 
( 4) 
(5 

( 11 
(18 
(23 
(31 
(33 
(37 
(46 

1 
(1 

2 
2 

6 
12 
19 
24 
32) 
34 
38 
47 

2 
2 

15 

27 

40 

3 4 
3) 

7 8 
13 14 
20 21 
25 26 

35 36) 
39 40 
48 50 

3 4 
3) 

( 4) 
(5 6 
16 17) 

(18 
28 29 

41 42 

5 

9 
15 
22) 
27 

41 

5 

7 

19 
30) 

(31 

43 

6 

10) 
16 

28 

42 

6 

8 

20 

32) 
(33 
44 

7 

17) 

29 

43 

7 

9 

21 

34 
45) 

(46 

8 

30) 

44 

8 

10) 
( 11 
22) 

(23 

35 

47 

9 

45) 

9 

12 

24 

36) 
(37 
48 

13-

25-

5 These two points could have been determined either through physical compromise of a cipher machine incorporating 
such principles, or through the analytical compromise of a cryptosystem. 
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... 1 2 3 4 5 6 7 8 9 ¢ 

ft (1 2 3) (4) (5 6 7 8-
- -9 10) (11 12 13 14 15 16 17) 'J• 

-~.;.,: 
Case III (18 19 20 21 22) (23 24 25-___ ,.. 

-26 27 28 29 30) (31 32) (33-~:~· 
~_j -34 35 36) (37 38 39 40 41 42-

-43 44 45) (46 47 48 49 50 

1 2 3 4 5 6 7 8 9 ~ 
(1 2 3) 

(4) (5 6 7 8 9 10) 
(17 16 15 14 13 12 11) 

(18 19 20 21 22) 
Case IV -27 26 25 24 23) (30 29 28-

(31 32) 
(36 35 34 33) 

-41 42 43 44 45) (37 38 49 40-
-49 48 47 46) 50-

1 2 3 4 5 6 7 8 9 ¢ 
(1 2 3) 

(4) 
(5 6 7 8 9 10) 

(17 16 15 14 !3 12 11) 
(18 19 20 21 22) 

Case V -28 27 26 25 24 23) (30 29-
(31 32) 

(36 35 34 33) 
-41 42 43 44 45) (37 38 39 40-

50 49 48 47 46) 

1 2 3 4 5 6 7 8 9 ¢ 

(1 2 3) ( 4) 
-9 10) (5 6 7 8-
-14 13 12 11) (17 16 15-
-19 20 21 22) (18-

Case VI -28 27 26 25 24 23) (30 29-
(31 32) 
(36 35 34 33) 

-45) (37 38 39 40 41 42 43 44-
-48 47 46) 50 49-

Obviously, if we did not know when or how the interruptions take place, then the successive sections of 
keying elements cannot be superimposed as indicated above. 

e. The interruption of the fundamental cyclic keying sequence usually takes place according to 
some prearranged plan or convention. The identity of the plaintext letters being enciphered might be 
involved in the determination of the interruption (as in plaintext interruptor systems); 6 or the identity 
of the ciphertext letters might be a factor (as in ciphertext interruptor systems); or, finally, the inter-
ruption of the fundamental cyclic keying sequence might be predicated upon a separate convention, 

8 In the Wheatstone cipher device the interruption of the keying sequence of the 26 cipher alphabets used in sequen-
tial progression is predicated upon the relative position in t.he plain component of a plaintext letter with respect to 
the position (in the plain component) occupied by the next plaintext letter to be encrypted. (See Chapter VIII in this 
connection.) 
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mechanism, or prearrangement, without regard to the plain text or the cipher text. Some basic methods 
of interruption will now be taken up, using a short mnemonic key as an example. ( 

15. Pla.intext interruptor systems.-a. Suppose the correspondents agree that the interruption in 
the key will take place after the occurrence of a specified letter in the plain text, after which the key 
begins anew at its initial position. 7 Since there is nothing fixed about the time the interruption will 
occur-it will take place at no fixed intervals-not only does the interruption become quite irregular, 
following no pattern, but also the method never reverts to one having periodicity. Let us assume that l 
the correspondents have agreed upon RP as the interruptor letter, and that they are using the normal 
sequence for the plain component and the HYDRAULIC . . . XZ sequence for the cipher component. -
If the mnemonic key phrase is BUSINESS MACHINES, this key would be interrupted by the occurrences 
of RP as in the following example: 

Key: B U S I N E S S M A C H I B U S B U S I B U S I N E 
Plain: AM MUN IT ION FOR FIRST ART ILLER 
Cipher: B O L Y R P J D R O J K X K J F Y X S X D J U P S Y 

Key: B U S I N E S S M A C H I N E S B U B U S I N E S S M A C H I 
Plain: Y W I L L B E L O A D E D A F T E R A M M U N I T I O N F O R 
Cipher: I Y D P Y F X U R A F A E N M J J V B O L Y R P J D R O J K X 

Key: B U S I B U S B U S I N E B U S I N 
Plain: T H I R D A R T I L L E R Y S T O P 
Cipher: D G D X G U F D J U P S Y I W J T U 

The final cipher text, in groups of five letters, would be the following: 

B O L Y R P J D R O J K X K J F Y X S X D J U P S Y I Y D P 

Y F X U R A F A E N M J J V B O L Y R P J D R O J K X D G D 

X G U F D J U P S Y I W J T U 

It will be noted that the two long polygraphic repetitions are at intervals of 44 and 34, respectively; 
which intervals have nothing in common with 16, the length of the basic, uninterrupted period. 

b. Instead of employing an ordinary plain text letter as the interruptor letter, one might use a 25-letter 
plain component, combining I with J, and then use the 26th character (J) as a null plaintext letter 
which is inserted at random by the encipherer to serve as the interruptor letter. Note the following 
example: 

Key: 
Plain: 

B U S I N E S S M A B U S I N E S S M A C H I N E S B U S B U S I N 
P R O C E E D T O J R O A D I U N C T I O N S I X T W O J F I V E J 

c. It is obvious that repetitions would be plentiful in cryptograms of this construction, regardless 
of whether a letter of high-, medium-, or low-frequency is selected as the signal for key interruption. 
If a letter of high frequency is chosen, repetitions will occur quite often, not only because that letter will 
certainly be a part of many common words, but also because it will be followed by words that are fre­
quently repeated; and since the key starts again with each such interruption, these frequently repeated 
words will be enciphered by the same sequence of cipher alphabets. This is the case in the first of the 
two foregoing examples. It is clear, for instance, that every time the word ARTILLERY appears in the 
cryptogram the cipher equivalents of TILLERY must be the same. If the iriterruptor letters were AP 
instead of RP, the repetition would include the cipher equivalents of RTILLERY; if it were T P• ILLERY, 
and so on. On the other hand, iI a letter of very low frequency were selected as the interruptor letter, 
then the encipherment would tend to approximate that of normal periodic substitution, and repetitions 
would be plentiful on that basis alone. Of course, the intervals between the repetitions in any of the 

7 This is Case I of subpar. 14b. 
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~~egoing cases (except perhaps that in which the plaintext interruptor is a letter of very low frequency) 
.:ould be markedly irregular, so that periodicity would not be manifested. 

16. Ciphertext interruptor. systems.-a. In the systems of the preceding paragraph, a plaintext 
let.ter serves as the interruptor letter. But now suppose the correspondents agree that the interruption 

_- in the key will take place immediately after a previously agreed-upon letter, say Q., occurs in the cipher 
text. The key would then be interrupted as shown in the following example: 

Key: B U S I N E S S M A C H I N E S B U S I N E S S M 
Pl~n: AM MUN IT ION FOR FIRST ART ILLE 
Cipher: B O L Y R P J D R O J K X T P F Y X S X B P U U Q 

Key: B U S I N E S S M A C H I N B U S I N E S S M A C H B U 
Plain: RY WILL BELO ADE DAFTER AM MUN IT I 0 
Cipher: H R N M Y T T X H P C R F Q B E J F I E L L B O N Q O Q 

Key: B U S I N E S S M A C H B U S I N E S S M A 
Plain: N F O R T H I R D A R T I L L E R Y S T O P 
Cipher: V E C X B O D F P A Z Q O N U F I C G J R Q 

The cipher text in 5-letter groups is as follows: 

B O L Y R P J D R 0 
T T X H P C R F Q B 
F P A Z .Q..._Q N U F I 

J K X T P 
E J E._LE 
CG JR Q 

F y X s L~ p u u Q 
L L B O N Q__Q Q V E 

HR NM Y 
C X B O D 

b. In the foregoing example, there are no significant repetitions; such as do occur comprise only 
digraphs, several of which are purely accidental. But the absence of significant, long repetitions is itself 
purely accidental, for had the interruptor letter been a letter other than Q., then the phrase AMMUNITION 
FOR (which occurs twice) might have been enciphered identically both times. If a short key is employed, 
repetitions may be plentiful. For example, note the following, in which S0 is the interruptor letter: 8 

Key: B A N D S B A N D S B A N D S B A N D S B A N B A N D S B B A 
Plain: FROM FOUR FIVE TO FOUR F _IF TEEN WILL BE 
Cipher: K T A K Z W X I I D A C B N Z W X I I D K W S J O G E U S E C 

c. This last example gives a clue to one method of attacking this type of system. There will be 
repetitions within short sections, and the interval between them will sometimes permit ascertaining the 
length of the basic key. In such short sections, the letters which intervene between the repeated sequences 
may be eliminated as possible interruptor letters. Thus, in the foregoing example, we can deduce that 
the length of the basic key is 5 letters, and that the cipher letters A, C, B, and N may be eliminated as 
interruptor letters. By extension of this principle to the letters intervening between other repetitions, 
one may more-or-less quickly ascertain what ciphertext letter serves as the interruptor. 9 

d. The ciphertext interruptor might be a letter which is not otherwise used in the cryptographic 
scheme; for example, the plain component might be a 25-letter sequence (combining I and J) and the 
cipher component a 25-letter sequence excluding, let us say, Z. This letter Z may then be inserted in 
appropriate places in the cipher text to signal the interruptions in the keying cycle. In some cases such 
a special interruptor letter may be used in addition to a ciphertext interruptor which arises from the 
bona fide encryption of a plaintext letter, as a means of insuring that interruption of the keying cycle 
will take place frequently enough to suit the cryptographer or his procedures-prescribing superiors. 

8 Note that the periodic repetitive phenomena manifested would also have arisen in a plaintext interruptor sys­
tem, if the interruptor had been, let us say, Ap-or, for that matter, any other letter not present in the fragment FOURFI 
VETOFOURFI. . . 

' The method described in this subparagraph may also be applied in the case of plaintext interruptor systems, with 
certain modifications. 
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(For that matter, there is nothing to bar the use of two or more letters as interruptors in the usual 
manner, in either plaintext interruptor or ciphertext interruptor systems.) 

17. Systems employing externally generated or determined keys.-a. In subpars. 3b and f we have 
seen two examples of keying procedures which do not depend upon conventions affiliated with identities 
of plain text or ciphertext letters, but which are established by an independent, external keying convention. 
The keying methods of subpar. 3b, if modified to incorporate variable-length polyalphabetic keying units 
(as contrasted with the variable-length monoalphabetic keying units illustrated in that example), could 
take on a form such as the following: 

s IG GNA NALS ALSIG L SI IGN GNAL NALSI A LS SIG IGNA GNALS 
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345 

N AL LSI SIGN IGNAL G NA ALS LSIG SIGNA I GN NAL ALSI LSIGN 
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345 

s IG GNA NALS ALSIG L SI IGN etc. 
1 12 123 1234 12345 1 12 123 

Similarly, the keying method of subpar. 3j, modified to embrace the aspect of variable-length poly­
alphabetic keying units, could be transformed into one of the following, among other possibilities: 

(1) DE F/E/C DE F/L MN 0/A B/R ST/A B/T/I J/0 P Q/N 0/0 P Q/F G HI/. 

(2) DE C/E/C LA R/L AR A/AR/RAT/A T/T/I 0/0 N 0/N 0/0 FI/FIND/. 

b. The foregoing methods have as their purpose the establishment of keys of fair length from a 
short mnemonic key. There are other simple methods for accomplishing this, as illustrated in the examples 
which follow. Let us consider the mnemonic key HYDRAULIC, and derive from it a numerical key: 

H Y D R A U L I C 
493718652 

We may now take the key letters in numerical-key order, and in groupings as determined by the numeri­
cal key, so that the original key of only 9 letters is expanded to one of 45 letters. Thus: 

(1) A/CH/DR A/HY DR/IC HY D/L IC HY D/R AUL IC H/ 
ULICH YD R/Y DR AUL IC H/ 

Two other methods of deriving 45-element key sequences from the basic 9-letter key word are shown 
below: 

(2) HY DR/YD RAUL IC H/D RA/RAUL IC H/A/ 
ULICH YD R/L IC HY D/I CHY D/C H/ 

(3) HYDRA/HYDRAULIC/HY D/H/H YD RAUL I/ 
HYDRA UL/HY DR/HYDRA U/H Y/ 

Method (2) is essentially the same as (1), except that the key fragments are taken in the order in which 
they appear in the key word. Method (3) involves taking the successive sections of the numerical key, 
these sections terminating with the successive numbers 1, 2, 3, ... of the numerical key. 10 

c. Many other methods exist for the establishment of keys consisting of variable-length keying 
units. Furthermore, some of these methods merge into the domain of methods of lengthening or extend­
ing keys in general, apart from any considerations of variable-length keying units. Several of the most 
important of these methods will be discussed in subsequent chapters of this text. 

18. Solution when known cipher alphabets are employed.-a. (1) Let us suppose that a particular 
cryptosystem has been in use for some time, and that the general nature of the system and the cipher 

10 This method is equivalent to an interrupted-key columnar transposition system. See in this connection subpar. 
51h on p. 89 of Military Cryptanalytics, Part I. 
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alphabets have become known, either through successful cryptanalysis or through light-fingered tech­
niques coming under the formal term of "physical compromise," which includes among its manifold 
tachydactylurgic aspects that which has been referred to colloquially as "wastebasket cryptanalysis." 11 

Only the specific key to messages remains unknown. The cipher text is examined for repetitions, and an 
attack is made on the basis of searching for a probable word. Thus, taking the cryptogram in subpar. 
15a as an example (quoted here below for convenience), suppose the presence of the word ARTILLERY 
is suspected. 

B O L Y R 
X F XU R 
X G U F D 

P J D R 0 
AF A EN 
J u p s y 

J K X K J 
M J JV B 
I W J T U 

F Y X S X 
0 L Y R P 

DJ UPS 
J D R O J 

Y I Y D P 
K X D G D 

Attempts are made to locate this word, basing the search upon the recognition of an intelligible key; 
we will assume in this case that the cipher component is the HYDRAULIC . . . XZ sequence sliding 
against the normal sequence for the plain component. 

, (2) Beginning with the very first letter of the message, we juxtapose the word ARTILLERY against 
the cipher text and ascertain the key letters. Thus: 

Key: B · H J Q P I B F U 
Cipher: B O L Y R P J D R 
Plain: A R T I L L E R Y 

Since this "key" is certainly not intelligible text, the assumed word is moved one letter to the right 
and the test repeated, and so on until the 19th position in the text is reached.12 

Key: S I B U S I N E B 
Cipher: S X D J U P S Y I 
Plain: A R T I L L E R Y 

(3) The sequence BUSINE suggests BUSINESS; moreover, it is noted that the key appears to be 
interrupted both times by the letter RP. The key may now be applied to the beginning of the message, 
to see whether the ~hole key or only a portion of it has been recovered. Thus: 

Key: B U S I N E S S B U S I N E S 
Cipher: B O L Y R P J D R O J K X K J 
A~: AMMUNITIUMTHIET 

(4) It is obvious that BUSINESS is only a part of the key. But the first word of the message is 
plainly AMMUNITION. When this is tried, the key is extended to BUSINESS MA . . . This key crib 
is now slid through the rest of the cipher text and the remainder of the message is quickly deciphered 
and the entire key recovered. 

11 This is really not stealing. For the pure in heart, this should be thought of as conversion of raw data, and that the 
parties so generously supplying these raw data are, unknowingly, cooperating in government work. 

•~ In actual practice, the search for the placement of the probable word would have been accomplished by means of 
the following diagram (see in this connection subpar. 22d on pp. 41-42 of Military Cryptanalytics, Part I I): 

B O L Y R P J D R O J K X K J F Y X S X D J U P S Y I Y D P 
A B O L Y R P J D R O J K X K J F Y X D J U P S Y I Y D P 
R HMEGYVFGHVWIWVSEI FVKYRENEFY 
T J C E Z S B E X S T U T S P C U Y S G Z Y C K C B Z 
I Q T E U S T B U L N L U R Q N G N U W E G Q Z Q S E 
L P I D O P L D R J R D H N J B J 0 
L I D O P L D R J R D H N J B J O D 
E 
R 
y 
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d. (1) Another technique, if we know or can assume the method of key interruption (e.g., a skip over 
one element of the key after the occurrence of a previously designated ciphertext letter, in this case We), 
involves writing out the modified cipher text of a single message on trial widths in order to see if any 
cyclic properties are present in the basic, uninterrupted key. We can then determine statistically when the 
correct cyclic write-out is reached by the application of a technique discussed in the preceding text. 16 

As an example, let us assume the following message is at hand: 

G S W W T 
G C V B W 
V C T E A 
V L K Z R 
Z Z I A F 

RH Z D W 
C W Z U V 
V C A W G 
J B H C C 
M Q J C X 

G L N U J 
I A V F G 
J I C G G 
C A Y Q V 

W X R WR 
X X F N P 
C I S N S 
W J M R L 

H N Q L S 
H G P H A 
I V CJ B 
W T L R S 

Y X T E V 
MI K DR 
S Z S R W 
DJ X F N 

(2) If we know the method of interruption and also the identity of the ciphertext interruptor,17 we 
would write out the appropriately modified cipher text on various widths, testing each hypothesis in 
turn, until a satisfactory I.C. is reached for an entire columnar array. For example, if we know that the 
enemy is using key words and phrases from 11 to 40 letters in length as the basic key sequence, we would 
begin by writing out the modified cipher text (on the assumption of We as the interruptor letter) on a 
width of 11 as shown below, together with the appropriate ,f, values for the computations: 

1 2 3 4 5 6 7 8 9 10 11 

G S W W T R H Z D 
W G L N U J W X R 
W R H N Q L S Y X T 
E V G C V B W C W 
Z U V I A V F G X X F 
N P H G P H A M I K D 
R V C T E A V C A W 
G J I C G G C I S N S 
I V C J B S Z S R W 
V L K Z R J B H C C C 
A Y Q V W J M R L W 

T L R S D J X F N Z 
Z I A F M Q J C X 

4>: 6 6 4 2 4 2 12 6 6 14 2 :2:4>=64 
N: 12 11 1a 12 1a 11 13 12 12 12 9 

(b) (1) 

(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 

(b) (3) -P.L. 86-36 

(3) The row of numbers immediately beneath the write-out represents the ,f, values of the columns; 
the row beneath the ",t," row, labelled "N", represents the number of letters in the columns. Since there 

16 Cf. Subµar. 18e on pp. 28-31 of Military Crypta11a/ytics, Part JI. 
17 If worst came to wor:<t, we could test each of the 26 letters in turn as the ciphertext interruptor. This testing, 

coupled with the writing out of the cipher text on the various widths, would be quite laboriou~ :md time-consuming by 
manual methods; data processing machine techniques would here be very useful. 
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are 3 columns of 13 letters each, 5 columns of 12 letters each, 2 columns of 11 letters, and 1 column of 
9 letters, the expected value of <J, random (</>r) is given by the formula 

'Pr= 3(13-12) +5(12-11~:2(11,10)+1(9,8) 1~:o =54.6 

The lil.C. is defined as the ratio of the observed value of q, to the expected value of q, random, or "'0
• Now 

'Pr 
since the ¢ 0 (which is the sum of all the ct, values for the columns) is 64, our I.C. formula becomes, by 
simple algebraic transformation, 

26-64 
lil.C. 3(13-12)+5(12,11)+2(11-IO)+ 1(9·8) 

1664 
1420 

1.17 

(4) This LC. of 1. 17 is not satisfactory, so we continue testing successively greater widths, until the 
width of 32 is reached: 

5 10 1s 20 25 ao a2 

G S W W T R H Z D W G L N U J W X R W R H N Q L S Y X 
T E V G C V B W C W Z U V I A V F G X X F N P H G P H A M I 
K D R V C T E A V C A W G J I C G G C I S N S I V C J B S Z S 
R W V L K Z R J B H C C C A Y Q V W J M R L W T L R S D J 
XFNZZIAFMQJCX 

f/,: - - - 2 2 - - 2 - 2 - 4 - 2 2 2 2 2 2 6 2:f/>=30 
N: 5 5 4 4 5 4 5 6 4 5 5 4 a 4 4 4 4 4 4 2 4 4 4 a 4 a 4 4 4 4 4 4 

At this width, the I.C. calculation becomes 

26-30 780 
lil.C. 7(5-4)+21 ( 4·3) +3(3·2) + 1 (2·1) 412 1.89• 

giving statistical credence to the assumption of 32 as the correct width, since we were looking for an 
LC. in the vicinity of 1.73 for the correct case. 18 Knowing the components involved, we may complete 
the plain-component sequence on the letters of the columns to effect a speedy solution. 

19. Solution when unknown cipher alpha.bets are employed.-a. In the first text in this series, it 
was pointed out that "in the final analysis, the solution of every cryptogram involving a form of substi­
tution depends upon its reduction to monoalphabetic terms, if it is not originally in those terms." 19 

In the preceding volume, it was observed that when in the course of solution of an ordinary repeating-key 
cipher the text is written out in period-lengths, "another way of looking at the matter is to conceive of 
the text as having thus been transcribed into superimposed period.s; in such a case the letters in each 

18 The reader might be interested in the I.C.'8 for all the widths from 11 to 40; the8e are ~hown in the following table: 

w 6 w ~ 

I 
w 6 w 6 w 6 ~ 

---- ---- ---- ---- ---- ----

11 l. 17 16 l. 11 21 0. 91 26 l. 06 31 l. 08 36 l. 33 
12 l. 09 17. 0. 9.3 22 l. 3.3 27 1. 24 32 l. 89 37 l. 69 
13 l. 06 18 1. 03 23 l. 18 28 0. 98 33 0. 79 38 l. 28 
14 0. 91 19 1. 02 24 l. 17 29 1. 67 34 0. 68 39 0. 98 
15 l. 29 20 0. 86 25 1. 20 30 l. 29 35 I. 14 40 I. 01 

Note the I.C. of 1.67 for the width of 29, and the I.C. of 1.69 for the width of 37. These I.C.'s are certainly ~atisfactory; 
however, the widths from which they were derived are incorrect, 80 that they represent the vagaries of the touch not of a 
Mephistophelian finger, but rather that of a Bernoullian digit when an insufficient number of trials h involved. 

ig Military Crypla11alytics, Part I, subpar. 17b. 

35 SEGAi:r 



31:Clll!T 

column have undergone the same kind of treatment by the same elements (plain and cipher components 
of the cipher alphabet)." 20 It follows that, even if the repeating key is very long, if there are many short 
cryptograms all enciphered by exactly the same key and each message begins at the same point in the 
key, the distributions applicable to the successive columns of text can be solved.21 Even in aperiodic 
systems, if there is available a number of messages starting out in the same key which then diverges in 
the course of encipherment aecording to the nature of the cryptosystem, this solution by superimposition 
may be applicable in particular cases, so long as the key divergence is not too radical for cryptanalytic 
comfort. 

b. Let us study the following beginnings of 30 messages, passed between correspondents known to 
have used various types of aperiodic keying: 

5 W U 3 W U 
1. Y F W FM RI QM XX ELM J 16. GOE QB Q OT LES AC RB 
2. H W W T T E C T D O Z FD O V 17. WT SR G X M Z TVS J Q L X 
3. T PY F KS O V WI HF NC J 18. WT EV F CI BT SP RC AT 
4. Y PEPS NL SK ZN VT J B 19. Z CV Y MB V NY W Q U Z GU 
5. EA Q U Z D VE SK CI UP A 20. Z CT T Z WC TT I K HQ UT 
6. Z CG MW TN BI MK USN L 21. Z CC TS NE SK OU BM PT 
7. E PD OZ FD O VB IL V L W 22. AF ES JON KT D VE SK C 
8. E PT LES AC RB MP T P J 23. Z CF FD TN PF DH DTP F 
9. WM LS OTO ZEE J Z G V K 24. V Z IE X RX RF FUNT Q E 

10. Z CF FD CF R J W H LP D T 25. E PS NL SK LOH WP TR G 
11. H C QED T PY IL N REM V 26. YT S V W LS TL ES AC RB 
12. CL CT Z I KS OE OZ CT T 27. WAZ X Z QA CH Q UT LS T 
13. H C Q E FD KIF Q WO CL M 28. NO FT ZN L tLQ.JL.T J HZ A 
14. E PT WK SU ZN V VA UC S 29. V RC WK MOL N X W SD O L 
15. Z ABM Z HG OF X QI GM M 30. SP RC PF XE OJ C Q F WM 

10 Military Cryptanalytics, Part II, subpar. 65a. 
21 Cf. subpar. 65b, Military Crypt01ialytics, Part II. 
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The presence of digraphic and polygraphic repetitions in the initial columns could mean that the messages 
start out in flush depth, and the presence of offset repetitions could be an indication of shifts in the keying 
sequence. Frequency distributions for the columns are made and are shown in Fig. 16, below, accom­
panied by their I.C.'s: 

:::: - - ~ -~ - ~~ ~~ 
1. ABC DEF G HI J KL MN OP QR STU V W X Y Z 2.63 

~ ::::: 
~ ~ :::::: ::::::~ - ~ - -

2. ABC DEF G HI J KL MN OP QR STU V W X Y Z 3.41 

-::=:-~=::::- - - =:::::-~~ -:::::: 
3. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.31 

- ===~ -=:::::::-----::::::~-:::::::::::-..-.. 
4. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.37 

:::: - ~-:::::- -~-::::: -- :::::- :::::-.. ~ 
5. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.85 

-.:::::::::::-:::::: -- --~- :::::::::§.§~ 
6. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.20 

::::: ::::: - :::::: =:::::::::.._:2:~- - -::::::: ::::-
7. A B·C DEF G HI J KL MN OP QR STU V W X Y Z 1.08 

::::::::::::: :::::: -..:::::: -::::::--::::::::::::~ - _:::;: 
8. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.08 

__ §'§ -:::::-.:::::.:::::.-..:::::=::: _____ §§: -- -
9. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.13 

:::::: :::::§§ ...... -::::::- - :::::: :::::: - -...::::::::::::':::: -
10. ABC DEF G HI J KL MN OP QR STU V W X Y Z 0.95 

::::: =:::.._.._:::::: ........ :::::.._.._::::: =:::-.=:::::::::=:::- -
11. ABC DEF G HI J KL MN OP QR STU V W X Y Z· 1.02 

::::::- -..:::::::::::: -::::::::::: ~ --=:::::-~--::::::- :::::: 
12. ABC DEF G HI J KL MN OP QR STU V W X Y Z 0.72 

=::::::::-..-..:::::- ====-- -..:::::: i:§~:::::- -
13. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.43 

- ::::::-.. - --::::2"=::::-::::::.§§:.._:::::_____ -
14. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.02 

-::::::.:::- - ~-:::::::::: -~-:::::--
15. ABC DEF G HI J KL MN OP QR STU V W X Y Z 1.61 

FIGURE 16 

c. The first two columns are certainly monoalphabetic; after that, there is a rapid falling off in 
monoalphabeticity, with the exceptions of cols. 5, 13 and 15 which could be due to chance. We note the 
digraph zc. which occurs 6 times in cols. 1 and 2; this could well be the equivalent of REP, and HC. in 
cols. 1 and 2 could stand for SEp, On this basis, ZCFFD in Messages 10 and 23 could represent REFER, and 
HCQE in Messages 11 and 13 could be SEND. We then note 

5 10 15 

23. Z CF FD TN PF DH DTP F 
R E F E R 

6. Z CG MW TN BI MK USN L 
R E 
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which could represent REFERENCE and REGIMENT. We now turn our attention to the following four 
message beginnings: 

5 10 

28. NO FT ZN L HQ UT J HZ A 
F R 

20. Z CT T Z WC TT I K HQ UT 
RE R 

21. Z CC TS NE SK OU BM PT 
R E 

12. CL CT~ I KS OE OZ CT T 
R 

If we assume that Tc in col. 4 represents Op, then in No. 28-FOR ... becomes INFORM(ATION), in 
No. 20 RE-OR- becomes REPORT, in No. 21 RE-0 . . . becomes RECOMMEND, and in No. 12-COR--N­
becomes ACCORDING. 

d. The plain-cipher equivalencies from the foregoing assumptions are entered into a sequence 
reconstruction matrix, as shown below: 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

1 C N Z H 
2 L C 0 
3 C F G Q T 
4 @F @ 
5 w D 

B z 
6 I T N w 
7 L E K N 
8 p s Jj 

H 

9 @F 0 @ 
10 u 
11 T 

Conflicts are noted in lines 5 and 8, and between lines 4 and 9; however, possibility of direct symmetry is 
noted in the top four lines, which indicates that the yecoveries in these lines could well be homogeneous, 
not having been affected by vagaries of the keying. Transferring values arnong these four lines, we will 
develop the reconstruction matrix into the following, in which the cipher components are slides of what 
is patently a keyword-mixed sequence (derived values in lower case): 

P: ABC DEF G HI J KL MN OP Q R S T U V W X Y Z 
1 .c e f g m N o q t Z H 1 
2 L C e f g m n 0 q t z h 
3 1 C e F G m n 0 Q T z h 
4 C E F g M n o q T z h 1 
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Our work sheet will now look as illustrated in Fig. 17. which includes the values in the first four columns 
obtained by direct symmetry shown in lower case: 

5 10 1,5 5 10 J.'i 

1. Y F W FM RI QM XX ELM J ... 16. GOE QB Q VO CF XE SN H 
h E e N e m 

2. H WW TT EC TD OZ FD O V ... 17. WT SR G X M Z TVS J Q L X 
S 0 r 

3. T PY F KS O V WI HF NC J ... 18. WT EV F CI BT SP RC AT 
n E r e T 

4. Y PEPS NL SK ZN VT J B ... 19. Z CV Y MB V NY W Q U Z GU 
e M M A N D R E 

5. EA Q U Z D VE SK CI UP A ... 20. Z CT T Z WC TT I K !::LQ.JLT 
c N R R E P O R T 

6. Z CG MW TN BI MK USN L ... 21. Z CC TS NE SK OU BM PT ... 
R E G I M E N T R E C O M M E N D 

7. E PD OZ FD O VB IL V L W ... 22. AF ES JON KT D VE SK C 
c k R h e N 

8. E PT LES AC RB MP T PF ... 23. Z CF FD TN PF DH DTP F 
c P z R E F E R E N C E 

9. WM LS OTO ZEE J Z G V K ... 24. V Z IE X RX RF FUNT Q E 
1 a E v D E 

10. Z CF FD CF R J W H LP H X ... 25. E PS NL SK LOH WP TR G 
REFER c j I G 

11. !:L.Q_g_J; DTP YI L N REM V ... 26. YT S V W LS TL ES AC RB 
S E N D R E r M 

12. CL CT Z I KS OE OZ CT T ... 27. WAZ X Z QA C tl--9.JLT LS T 
A C C 0 R D I N G t R 

13. !i ... Q .. JL_E FD KIF Q WO CL M ... 28. NO FT ZN L tl__Q.JLT J HZ A 
S E N D I E I N F 0 R M A T I 0 N 

14. E PT WK SU ZN V VA UC S ... 29. V RC WK MOL N X W SD O L 
c P C 

15. Z ABM Z HG OF X QI GM M .. 30. SP RC PF XE OJ C Q F WM ... 
R I R E b G 

FIGURt: 17 

e. At this point more plain text could be assumed in the messages from the fragments already 
present; the cipher component would be recovered in its entirety, the basic key determined, and the 
cause of the key interruptions (as manifested by the apparent garbles) ascertained. Or, as another 
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approach, we might take an introspective look at the first 5 letters of matched plain and cipher of the 
following three message beginnings: 

10. Z C F F D 
R E F E R 

20. Z C T T Z 
REP OR. 

28. N O F T Z 
I N F O R 

We note the D0 =Rv and Z0 =Rv in position 5 of Messages 10 and 20, and observe that, if the system 
employs a ciphertext interruptor, it may be either F0 or T0 ; but if TZ0 =0Rv in Messages 20 and 28 is 
causal,. F0 and T0 are eliminated and therefore there is no ciphertext interrupt.or in the cryptosystem. 
We then note the common F0 =F P between Messages 10 and 28 and the fact that in position 5 of Message 
28 Z0 =Rv, and we may conclude that, if a plaintext interruptor is present, it must be Ov. We find this 
to be true, and when we finish the solution of the problem we find the cipher component to be our perennial 
friend, the HYDRAULIC . . . XZ sequence, and the basic key to be CALIFORNIAGOLDR(USH). 

20. Additional remarks.-a. We have seen in the preceding paragraph a demonstration of solution 
of only one irregularly keyed system involving unknown cipher alphabets. The solution involved a set of 
very fortunate circumstances indeed, all of which were happily present awaiting rapid exploitation by 
the cheerful cryptanalyst. Modern cryptanalysis is quite often contingent upon miracles-minor miracles 
for minor systems, and healthy miracles for some of the complex systems encountered in present-day 
operations. When we come right down to it, all cryptanalysis is astonishing; it certainly is so to a lay­
man, and it is so even to an expert-if he pauses long enough from his breaking of one system after 
another to marvel at the phenomenal luck he has had, shuddering at the thought of what would have 
happened ·if (i.e., if the enemy had clone this instead of that, if he had used this instead of that, and 
if ... ). On the other hand, all cryptanalysis is quite commonplace: 22 after all, messages have been 
encrypted with certain invariant mathematico-philosophical-procedural elements, and all the crypt­
analyst does is to discover and exploit these elements. And, in retrospect, after a problem has been solved, 
we often shrug our shoulders and say "Well, how else would one have done it?" Many systems of the 
types treated in this volume could be virtually unsolvable, or might appear to be so, if only a small 
amount of traffic is available for study, and if little or nothing is known about the nature of the crypto­
system. However, as happens time and again in actual operations, Fortuna smiles and the incredible 
is shorn of its prefix. 

b. Operationally, cryptodilemmas are resolved by the exploitation of contingencies which are by 
now well-known to the reader: (1) messages in the same or nearly the same keys; (2) depths and partial 
depths; (3) polygraphic repetitions; (4) cribs; (5) various kinds of cryptographic errors; (6) isologs; 
(7) matched plain and cipher; (8) isomorphs; (9) indicators. Each problem presents a very special case, 
and therefore demands its own special requirements for solution. 

c. Most of the types of aperiodic substitution discussed in this chapter are rather unsuitable for 
practical military usage. Encipherment is slow and subject to error. In some cases encipherment can be 
accomplished only by a single-letter operation. For, in interrupt.or systems, if the interruptor is a cipher 
letter the key is interrupted by a letter which cannot be known in advance; if the interrupt.or is a plain­
text letter, while the interruptions can be indicated before encipherment is begun, the irregularities 
occasioned by the interruptions in keying cause confusion and quite materially retard the enciphering 
process. In deciphering, the rate of speed would be just as slow in either method. It is obvious that one of 
the principal disadvantages in all these methods is that if an error in transmission is made, if some letters 
are omitted, or if anything happens to the interrupt.or letter, the message becomes difficult or impossible 
to decipher by the ordinary cipher clerk. In spite of all these objections, plus the fact that the degree of 
cryptosecurity attainable by most of these methods is not sufficient for military purposes, these systems 
have been and are still occasionally encountered-which is what makes the cryptologic world go round. 

22 It must have been n deep thinker who first uttered the :;tatement that "all problems in cryptanalysis, like mathe­
matic~, are either trivial or impossible." 
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CIPHERTEXT AUTOKEY SYSTEMS.----------
Paragraph 

The cryptography of autokey encipherment_ _____________________________________ ~ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 21 
Solution of ciphertext auto keyed cryptograms when known cipher alphabets are ernp!'5yed_ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 22 
PrincipleR of rnlution by frequency analysis _____________________________________ .________________________ 23 
Example of solution by frequency analysis ______________________________________ ~________________________ 24 
Solution by means of isornorphs _______________________________________________ •_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 25 
Solution of isolo s involvin the same air of unknown rirnar corn onents _______ • _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 26 

------------------------- 27 .__ ____________________________ _. 
Further remarks on ciphertext autokey systems__________________________________________________________ 28 

21. The cryptography of autokey encipherment.-a. The mechanics of autokey encipherment were 
treated briefly in the preceding volume. 1 In autokey systems there are two possible sources for successive 
key letters: the cipher text or the plain text of the message itself. In either case, the initial key letter or 
key letters are supplied by prearrangement between the correspondents, or are designated by means of 
an indicator; after that, the text letters that are to serve as the key are displaced 1, 2, 3 ... intervals 
to the right, depending upon the length of the prearranged key. 

b. An example of ciphertext autokey encipherment is shown below, wherein the cipher alphabets 
are direct standard alphabets, and the single letter X is the prearranged initial key: 

K: ~ Q X F W Z QUA I UY LEG U GS SF IXL DWI WR Z M 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: Q X F W Z QUA I UY LEG U GS SF IXL DWI WR Z MS 

F1GURt; 18a 

Instead of having a single letter serve as the initial key, a word or even a long phrase may be used, as 
in the example below wherein the word FORTUNE is used as the initial key: 

K: FORTUN El Y V Z K XE IE D LOK X KS PX OX AZ G H 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: Y V Z K XE IE D LOK X KS PX OX AZ GHQ AL V HT N 

FIGURE 18b 

Sometimes only the last cipher letter resulting from the use of the prearranged key word is used as the 
key letter for enciphering the autokeyed portion of the text. Thus, in the preceding example, the plain 
text beginning GIMENT . . . would be enciphered differently as follows: 

K: FORTUN EII OW IM ZS U I U G GT W L ZR KW K F NA 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: Y V Z K XE IO WI M ZS U I U G GT W L ZR KW K F NAG 

FIGURB 18c 

c. In plaintext autokey encipherment the procedure is quite similar, as is shown in the following 
example wherein the prearranged initial key is the letter X: 

K: !JT HIRD REGIMENT COMM AND POST MO VIN 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: QA P Z U UV KOU QR G V QA Y MN Q SD G L FA JD VT 

FIGURE 19a 

1 Cf. subpar. 99e on pp. 310-311 of Military Cryptanalytics, Part 11. 
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If the word FORTUNE were used as the initial key, the plain text would be enciphered as follows: 

K: FORTUN EIT HIRD REGIMENT COMM AND PO S 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: Y V Z K XE I Z PU V Q KG U UY EA WR CE FM BY X BY 

FIGURB 19b 

d. In the foregoing examples, direct standard alphabets were used; however, mixed alphabets, 
either interrelated or independent,2 may be used just as readily. Furthermore, instead of the ordinary 
type of cipher alphabets, the cryptographic process may employ a mathematical process of addition, but 
the difference between the latter process and the ordinary one using sliding alphabets is more apparent 
than real. For example, let us consider the following numerical sequence for the 26 letters 

H Y D R A U L I C B E F G J K M N O P Q S T V W X Z 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 0 

and let the plaintext message be the same as before. Let us assume that the cryptographic rules prescribe 
that the first plaintext letter will be self-enciphered,3 and that each cipher letter from that point on is 
produced in turn by finding the sum (mod 26) of the numerical equivalents of the preceding cipher letter 
and the plain text letter to be enciphered; in other words, a type of numerical ciphertext autokey system. 
This is shown in the diagram below, wherein P' denotes the numerical equivalents of the plain text, C' 
the sum of the key and the numerical (i.e., intermediate) plain text, and C the conversion into letters of 
the intermediate cipher text C ' . 

K : o 22 23 6 9 12 16 1 14 22 12 23 14 10 19 u 1 11 22 13 16 9 1 22 18 8 o 23 6 22 

P : T H I R D R E G I M E N T C O M M A N D P O S T M O V I N G 
p I ; 22 l 8 4 3 4 11 13 8 16 11 17 22 9 18 16 16 6 17 3 rn 18 21 22 16 18 23 8 17 13 

C 1 ; 22 23 6 9 12 16 1 14 22 12 23 14 10 19 11 1 17 22 13 16 9 1 22 18 8 0 23 6 22 9 

C : T V A C F M H J T F V J B P E H N T G M C H T O I Z V A T C 
FwuR•; 20a 

e. That the difference between the types of encipherment in the preceding subparagraph and the 
ordinary method of ciphertext autokey encipherment is illusory is demonstrated by the example in Fig. 
20b, below: 

K: ~TV ACF M HJ T F VJ BP EHN T GM CH TO I Z VAT 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: TV ACF M HJ T F VJ BP EHN T GM CH TO I Z VAT C 

FIGURE 20b 

In this example, the plain and cipher components are keyword-mixed sequences based upon HYDRAULIC, 
and Zp is the index letter against which the key letters in the cipher component are set; the cryptographic 
results are identical to those obtained in Fig. 20a, above. 

j. Since the analysis of ciphertext autokey systems is usually easier than the analysis of plaintext 
autokey systems, the former will be the first to be discussed. 

22. Solution of ciphertext autokeyed cryptograms when known cipher alphabets are employed.-a. 
First of all, it is to be noted that if the cryptanalyst knows the cipher alphabets which were employed in 
encipherment, the solution hardly presents any problem. It is only necessary to decipher the message 
beyond the key-letter or key-word portion and the initial part of the plain text enciphered by this key 
letter or key word can be filled in from the context. 

2 For instance, an autokey ,;y:;tem might incorporate independent, random alphabets ~uch as those illustrated in Fig. 
33 on p. 70. 

3 This, on a numerical scale, i:; tantamount to the effect of a key of 0. 
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(1) For example, let us consider the following beginning of an intercepted message: 

QXFWZ QUAIU YLEGU GSSFI ... 

On the assumption of ciphertext autokey involving direct standard alphabets, if we write the cipher 
text as key letters, displaced one interval to the right, we obtain the following decipherment: 

K: Q X F W Z Q U A I U Y L E G U G S S F 
C: Q X F W Z QUA I UY LEG U GS SF I 
P: H I R D R E G I M E N T C O M M A N D 

The introductory key letter required to make Q0 =T Pis found to be x ... 
(2) As a second example, let us consider the following beginning of a cryptogram suspected to have 

been enciphered by ciphertext autokey with direct standard alphabets: 

BPAUV NLFJA LYMLQ NAELR ... 

Assuming an introductory key of one letter, we obtain the following decipherment: 

K: B P A U V N L F J A L Y M L Q N A E L 
C: BP AU V NL F JAL Y ML Q NAE LR ... 
P: 0 L U B S Y U E R L N O Z F X N E H G 

Nothing. We now assume that the introductory key consisted of two letters, and we get the following 
results: 

K: BP AU V NL F JAL Y ML Q NAE 
C: BP AU V NL F JAL Y ML Q NAE LR 
P: Z J V T Q S Y V C Y B N E C K R L N 

Still nothing. We make several more trials, and finally, on the assumption of an introductory key of 8 
letters, the following is obtained. 

K: BP AU V NL F JAL Y 
C: BP AU V NL F JAL Y ML Q NAE LR 
P: ILLER Y FIRE AT 

It is clear that the introductory key is 8 letters in length. Doing what comes naturally, 

K: NUMB PA UV NL F JAL Y 
C: BP AU V NL F JAL Y ML Q NAE LR . .. 
P: A R T I L L E R Y F I R E A T 

shows that the introductory key ends with NUM; now with but little experimentation, either with the 
letters of the key or with the beginning of the message plain text, we obtain the complete solution: 

K: ALUMINUM BP AU V NL F JAL Y 
C: BP AU V NL F JAL Y ML Q NAE LR ... 
P: BEGIN ARTILLERY FIRE AT 

(3) In a third case, we will assume that the following is the beginning of an intercepted message: 

D I T G C M G T Z B P C V D Q K Y S K P . . . 
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Again assuming direct standard alphabets, writing the cipher text as key letters displaced one interval 
to the right and deciphering, we obtain the following: 

K: D I T G C M G T Z B P C V D Q K Y S K 
C: DI T G CMG T Z BP CV D Q KY SK P 
P: F L N W K U N G C O N T I N U O U S F 

We note the plain text "CONTINUOUS F . . . "emerging, preceded by the NG which is probably ING; 
this indicates that ciphertext autokey is involved with an initial key of 7 letters, and that the last letter 
of the initial key is used to start the autokeyed portion. After a little experimentation with the initial 
portion of the message text and the key,4 we recover the key word and the first word of the message, 
as follows : 5 

K: MER Cu R YIG T z B p CV D Q Ky s K 
C: DI T G CMG T Z BP CV D Q KY SK P 
P: RECEIVING CONT IN U OU SF 

b. A mechanical method of solution for ciphertext autokeyed cryptograms when the components 
are known sequences may be of interest. The method involves the use of sliding alphabet strips aligned 
in such a manner that, as one progresses from left to right across the strips, each key letter is set opposite 
the letter k on the preceding strip: 6 the plain text will appear to the left of the pertinent cipher letter on 
each strip. In other words, what we have is a mechanical method of correlating the letters of the key, 
cipher, and plain text; the method is best understood by examples. 

(1) In Fig. 21 is illustrated the arrangement of standard-alphabet strips for the first 10 letters of 
putative key, QXFWZQUAIU, for the message beginning given in subpar. a(l), above. If we assume that 
a one-letter introductory key has been used, the key letters just named were used to key the 2d through 
11th cipher letters, XFWZQUAIUY; therefore we search for these cipher letters consecutively across the 
strips and we note the letters to their immediate left. In this case the plain text HIRDREGIME is mani­
fested and· the problem is solved. 

'The I of ING gives a key of Y, whi'ch should be preceded by a T, A, L, or very few other letters. 
~ The key word and the first word of t;he message may be recovered by working backwards from INGp, or by assuming 

various initial digraphs for the plain text or the key; a trial of RE,, for the message beginning would yield MEk, and we 
could go on from here to read this "depth of one." 

e This is under the assumption that AP is the index letter in the cryptographic equations. 



·(K): (Q X F W Z QUA I U) 
(C): (X F W Z QUA I UY) 

(BP AU V NL F J A) 
(PA UV NL F JAL) 

3EORET 

(BP AU V NL F J A) 
(JAL Y ML Q NAE) 

ij N S O N D X X F Z A B Q Q K F S D I R R A B Q Q K F S D I R R 
B R O T P O E Y Y G A B C R R L G T E J S S B C R R L G T E J S S 
CSP U Q PF Z Z H B CDS SM H U_E KT T CDS SM HUF KT T 
D T Q V ~-9 GA A IC DE TT NI VG LUU DE TT NI VG LUU 
E U ~--W. S R I-CB B J D E F Q__{). 0 J W H M V V E F U U O J W H M V V 
F VS X TS ICC KE F G V VP K XI NW W F G V VP K X l_N WW 
G W T Y U T J D D L F G H W W Q L Y J O X X G H W W Q L Y J O X X 
H XU Z VU KEE MG HIX X RM Z KP Y Y HIX X R __ M Z KP Y Y 
I Y V A W V L F F N H I J Y Y ~-.N A L Q Z Z J_ __ ,J_ Y Y S N A L Q Z Z 
J Z W B X W M G G O I J K Z Z T O B M R A A J K Z Z T O B M R A A 
K A X C y X N H H p J K L A A u p C N -~ra B K L A A u p C N ~r-:s B 
L B Y R .. ~ Y O J__J_ Q K L }rf ·g B V Q D O T C C L t.CB B V Q D O T C C 
M C Z E LJ P J J R L M N C C W R E P U D D M N C C W R E P U D D 
N D A F B LI K K S M N O D D X S F Q V E E N O D D X S f.__9 V ~--~ 
0 E B G C B R L L T N O P E E Y T G R W F F O P E E Y T G R W F F 
PFC HD CS M M..Y O P Q FF Z UH S X G G P Q FF Z UH S X G G 
Q G D I E D T N N V P Q R G G A V I T Y H H Q R G G A V I T Y H H 
RH E J F ~-y O OW Q RS H H B W JU Z I I RS H H B W JU Z I I 
SJ] KG F VP PX R ST I IC X KV LJ J ST I IC X KV A J J 
T JG L HG W Q Q Y S TU J JD I.b W BK K TU J JD X.~ W BK K 
UK HM I H X RR Z T UV K KE Z M X C k.k UV K KE Z M X CL L 
V L I N J I Y S S A U V W L L F A N Y D M M V W k .. k F A N Y D M M 
W M J O K J Z T T B V W X M M G B O Z E N N W X M M G B O Z E N N 
X N K P L K A U U C W X Y N N H C P A F O O X Y N N H C P A F O 0 
Y O L Q M L B V V D X Y Z O O I D Q B G P P Y Z O O I D Q B G P P 
Z P M R N M C W W E Y Z A P P J E R C H Q Q Z A P P J E R C H Q Q 

(P): (HIRD REGIME) (0 LU BS YUE R L) (ILLER Y FIRE) 

FIGURB 21 F1m;r1rn 22a FIGURE 22b 

(2) The next example in Fig. 22a illustrates the strip arrangement for the first 10 letters of key, 
BPAUVNLFJA, for the message beginning given in subpar. a(2). If a one-letter introductory key has been 
used, these key letters apply to the 2d through 11th cipher letters, PAUVNLFJAL; the decipherment of 
these letters is found to their immediate left, which is OLUBSYUERL, obviously not plain text. On the 
same diagram we then search for the decipherment of the 3d through 12th letters, assuming that a 
two-letter introductory key was employed; again this yields no valid plain text. Finally, on the 8th 
trial, on th!:' assumption that an 8-letter introductory key is involved, we obtain the plain text ILLERY 
FIRE; this is shown in Fig. 22b. 
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(3) For the third and final example, there is illustrated in Fig. 23a the strip arrangement for the 
first 10 letters of assumed key, DITGCMGTZB, for the message beginning given in subpar. a(3). 

(K) : 
( C): 

(DI T G CMG T Z B) 
(IT G CMG T Z BP) 

A D L E ~LM Y E X W X 
B E M F L N Z F Y X Y 
C F N __ g M O A G Z Y Z 
DGOHNPBl·LA.ZA 
E H P I O Q C I B A B 
f __ J Q J P R D J _G __ ~ C 
G J R K Q S E K D C D 
H K S L R T F L E D E 
I L T M S U G M F E F ------- ------
J M U N T V H N G F G 
K N V O U W I O H G H 
L O W P V X J P I H I 
M P X Q W Y K Q J I J 
N Q Y R X Z L R K J K 
0 R Z S Y A M S L K L 
P S A T Z B N __ '.r M L M 
Q T B U A C O U N M N 
R U C V B D P V O N 0 
S V D '?! __ Q E Q W P Q __ f 
T W E X D F R X Q P Q 
U X F Y E G S Y R Q R 
V Y G Z F H T Z S R S 
W Z H A G I U A T S T 
X A I B H J V B U T U 
Y B J C I K W C V U V 
Z C K D J L X D W V W 

(P):(F L NW KUNG C 0) 
FIGURE 23a 

(Z BP CV D Q KY S) 
(BP CV D Q KY SK) 

A Z A P R M P F P N F 
B A B Q S ~-_9 G Q O G 
C B C R T O R H R P H 
D C D S U P S I S Q I 
EDE f_Y QT J TR J 
F E F U W R {} ___ ~ {J __ ~ K 
G F G V XS V L Vt-~ 
HGHWYTWMWUM 
I H I X Z U X N X V N 
J I J Y A V Y Q _ _¥ W 0 
K J K Z B W Z P Z X P 
L K L A C X Li A Y Q 
MLMBDYBRBZR 
N M !L.G E Z C S C A S 
0 N O D F A D T D B T 
P Q_f EGBE U EC U 
Q P Q F H C F V F D V 
R Q R G ;I; __ R G W G E W 
S R S H J E H X H F X 
T S T I K F I Y I G Y 
U T U J L G J Z J H Z 
V U V K M H K A K I A 
W V W L N I L B L J B 
X W X M O J M C M K C 
Y X Y N P K N Q N L D 
Z Y Z O Q L O E O M E 

(CONT IN U OU S) 
FIGURE 23b 

Nothing is seen here, so a number of additional trials is made, sliding the assumed key over successive 
IO-letter segments of the cipher text, all without success. We could now assume that an introductory 
key word was used, and that the autokeyed portion began with the last letter of cipher text after the 
end of the introductory key. With this in mind, we take as hypothetical key some text after the beginning 
of the cryptogram, say the 9th through 18th letters, ZBPCVDQKYS; trying this as key for the 10th through 
19th letters, BPCVDQKYSK, we are successful on the first trial as shown in Fig. 23b with the emergence 
of the plain text CONTINUOUS.7 

c. The foregoing mechanical method serves in helping to understand the mechanics of solution of 
ciphertext autokey encipherment involving known components. A simpler approach, however, is the 
use of the method of searching for the location of a probable word, as illustrated in the previousvolume. 8 

7 Had we been a little more observant, we could have noticed what appears to be a good plaintext fragment NGCO 
in the very first trial in Fig. 23a; this was a contrived lapse of observation, the better to illustrate a pedagogical point in 
Fig. 23b. 

8 Cf. Subpar. 22d on pp. 41-42 of Military Cryptanalytics, Part II. 
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(1) For example, if we were to test the message beginning given in subpar. a(2), above, for the possi­
bility of ciphertext autokey involving direct standard alphabets and an introductory key of unknown 
length, we would construct the following diagram: 

5 10 15 20 

B P A U V N L F J A L Y M L Q N A E L R 
B O Z T U M K Z K X L K P M Z D K Q 
P L F G Y W Q W J X W B Y L P W C 
A UVNLFJ/l YMLQNAELR 
U BTRLPG SRWTGKRX 
V S Q K O F Q Q V S F J Q W 

FIGURE 24 

In this diagram, the top row contains the cipher letters, and at the left are the first five cipher letters 
(the putative key); the row just below the line consists of the decipherments of the cipher letters with the 
first key letter; the second row below the line consists of the decipherments with the second key letter; 
and so forth. On a diagonal under the 9th cipher letter may be seen the plaintext fragment ILLER, 
proving that the introductory key was 8 letters in length. 

(2) Taking as another example the message beginning given in subpar. a(3), above, we construct the 
following diagram: 

5 10 15 20 

D I T G C M G T Z B P C V D Q K Y S K P 
D FQDZJDQWYMZSANHVPHM 
I L Y U E Y L R T H U N V I C Q K C H 
T N J T N A G I W J C K X R F Z R W 
G W G A N T V J W P X K E S M E J 
C KERXZNATBOIWQIN 

FIGURE 25 

Nothing of significance is seen, so, testing the possibility of autokeying from the. last letter of a long 
introductory key, we construct the diagram shown below, in which we have arbitrarily taken as tentative 
key elements the cipher letters starting at position 11: 

5 10 15 20 

D I T G C M G T Z B P C V D Q K Y S K P 

~ ~i~~i! 
V PDXPU 
D HVPHM 
Q UICUZ 

FIGURE 25b 

On the very first diagonal, the plain text fragment NTINU manifests itself, showing that the single-letter 
offset keying begins at least by the 12th cipher letter, if not before (it actually begins at the 8th position, 
after a 7-letter introductory key, as can be quickly determined). 

d. The index letter was AP in the foregoing examples; if some other letter were used as the index 
letter, only a slight modification of the general procedure is necessary. Let us study the following example 
enciphered with direct standard alphabets, with QJ> as the index letter: 9 

K: !IA R J K X Y MC U Q EBE Q OK G Q NAZ X Z CY W BT Q 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: AR J K X Y MC U Q EBE Q OK G Q NAZ X Z CY W BT Q G 

9 Note that, although the plain text and introductory keys are identical with thos~ of the example in Fig. 18a, never­
theless the two cipher texts are not isomorphic, since the change of index letter eliminates any causal isomorphism between 
the two versions. 
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If we had only the cipher text, and assumed that it was the result of ciphertext autokey encipherment 
with direct standard alphabets and a one-letter introductory key, we would perform the following 
decipherment on the basis of AP as the index letter: 

K : A R J K X Y M C U Q E B E Q O K G Q N 
C : A R J K X Y M C U Q E B E Q O K G Q N A 

"P": RS B NB O Q SW OX D MY WW K X N 

The "decipherment" does not yield plain text; but if we complete the pl,ain-component sequence on the 
result of this decipherment, we will obtain the true plain text on one of the generatrices, as shown in the 
diagram below: 

R S B N B O Q S W 0 
S T C O C P R T X P 
T U D P D Q S U Y Q 
U V E Q E R T V Z R 
V W F R F S U W A S 
W X G S G T V X B T 
XYHTHUWYCU 
Y Z I U I V X Z D V 
Z A J V J W Y A E W 
ABKWKXZBFX 
B C L X L Y A C G Y 
C D M Y M Z B D H Z 
D E N Z N A C E I A 
E F O A O B D F J B 
F G P B P C E G K C 
G H Q C Q D F H L D 

*HIRD REGIME 
I J S E S F H J N F 
J K T F T G I K O G 
KLUGUHJLPH 
L M V H V I K M Q I 
M N W I W J L N R J 
N O X J X K M O S K 
0 P Y K Y L N P T L 
P Q Z L Z M O Q U M 
QRAMANPRVN 

23. Principles of solution by frequency analysis.-a. It is apparent that repetitions in ciphertext 
autokey systems will not be nearly as plentiful in the cipher text as they are in the plain text, because 
in these systems before a repetition can appear two things must happen simultaneously. First, of course, 
the plain.text sequence must be repeated, and second, one or more ciphertext letters (depending upon 
the length of the introductory key) immediately before the second appearance of the plain.text sequence 
must be identical with one or more ciphertext letters immediately before the first appearance of the 
plain.text sequence. This can happen only as the result of chance. In the following example the intro­
ductory key is the single letter X, and the components are direct standard alphabets employed in the 
usual Vigen.ere manner: 

91:8RET 

K: !JC K B T M D H N V H L Y 
P: FIRST REGIMENT 
C: CK BT MD H NV H LY R 
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The repeated plaintext word, REGIMENT, has only 8 letters but the repeated ciphertext sequence 
contains 9, of which only the last 8 letters actually represent the plaintext repetition. In order that the 
word REGIMENT be enciphered by DHNVHLYR the second time this word appeared in the text, it was 
necessary that the key letter for its first plaintext letter, R, be M both times; no other key letter will pro­
duce the same cipher sequence for the word REGIMENT in this case. Each different key letter for en­
ciphering the first letter of REGIMENT will produce a different encipherment for the word, so that the 
chance for a repetition in this case is 1 in 26. This is the principal cause for the reduction in repetitions 
in this system. If an introductory key of two letters were used, it would be necessary that the two cipher 
letters immediately before the second appearance of the repeated word REGIMENT be identical with the 
two cipher letters immediately before the first appearance of the word; therefore the chance for a repeti­
tion in this case is 1 in 262• In general, then, an n-letter repetition in the cipher text, represents an (n-k) 
letter repetition in the plain text, where n is the length of the ciphertext repetition and k is the length 
of the introductory key. 

b. There is a second phenomenon of interest in connection with ciphertext autokey systems. Let 
the letter opposite which the key letter is placed (when using sliding components for encipherment) 
be termed, for convenience in reference, the "base letter." Normally the base letter is the initial letter 
of the plain component, but it has been pointed out in the preceding volume that this is only a conven­
tion. Now when the introductory key is a single letter, if the base letter occurs as a plaintext letter i,ts 
cipher equivalent is identical with the immediately preceding cipher letter; that is, there is produced a 
double letter in the cipher text, no matter what the cipher component is and no matter what the key 
letter happens to be for that encipherment. For example, using the HYDRAULIC . . . XZ sequence for 
both primary components, with H (the initial letter of the plain component) as the base letter, and using 
the introductory key letter X, the following encipherment is produced: 

K: !Ju N F F T T V K U H H M B N 
P: IF THE HYPOTHESIS 
C: UN FF TT V KUH HM B NE 

Note the doublets FF, TT, and HH. Each time such a doublet occurs it means that the second letter 
represents Hv, which is the base letter in this case ( the initial letter of the plain component). Now if the 
base letter happ~s to be a high-frequency letter in normal plain text, for examp]e the letter E or T, 
then the cipher text will show a large number of doublets; if it happens to be a low-frequency letter 
then the cipher text will show very few doublets. In fact, the number of doublets will be directly pro­
portional to the frequency of the base letter in normal plain text. Thus, if the cryptogram contains 
1,000 letters there should be about 72 occurrences of doublets if the base letter is A, since in 1,000 letters 
of plain text there should be about 72 A's. Conversely, if a cryptogram of 1,000 letters shows about 72 
doublets, the base letter is likely to be A; if it shows about 90, it is likely to be T, and so on. Further­
more, when a clue to the identity of the base letter has been obtained in this manner, it is possible 
immediately to insert the corresponding plaintext letter throughout the text of the message. The dis­
tribution of this letter may not only serve as a check (if no inconsistencies develop) but may also lead 
to the assumption of values for other cipher letters. 

c. When the introductory key is two letters, then this same phenomenon will produce groups of 
the formula ABA, where A and B may be any letters, but the first and third must be identical. The oc­
currence of patterns of this type in this case indicates the encipherment of the base letter. 

d. The phenomenon noted above can be used to considerable advantage in the solution of ciphertext 
autokey cryptograms. For instance, if it is known that the ordinary Vigenere method of encipherment 
(8:,,_ 12 =8i 11 ; 8v11 =8012) is used, then the initial letter of the plain component is the base letter. If, further, 
it is known that the plain component is it.e normal A-Z sequence, then the base letter is A and a word 
such as BATTALION will be enciphered by a group having the pattern AABCCDEFG. If the plain component 
is a mixed sequence and happens to start with the letter E, then a word such as ENEMY would be enciphered 
by a sequence having the pattern AABBCD.10 Sequences such as these are, of course, idiomorphic and if 
words yielding such idiomorphisms are frequent in the text there will be produced in the latter several 

10 Six letters are shown because the idiomorphism in this case extends over that many letters. 
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or many cases of isomorphism. When these are analyzed by the principles of indirect symmetry of posi­
tion, a quick solution may follow. 

e. A final principle underlying the solution of ciphertext autokeyed cryptograms remains to be 
discussed; it concerns the nature of the frequency distribution required for the analysis of such crypto­
grams. Consider the message beginning illustrated in Fig. 18a in subpar. 21b. It happens that the letter 
We occurs three times in this short message beginning and, because of the nature of the ciphertext auto­
keying method, this letter must also appear three times in the key. Now it is obvious that all plaintext 
letters enciphered by key letter Wt will be in the same cipher alphabet; in other words, if the key text is 
cipher text offset one letter to the right of the cipher text, then every cipher letter which immediately follows a 
We in the cryptogram will belong to the same cipher alphabet, and this alphabet may be designated conveniently 
as the W cipher alphabet. Now if there were sufficient text, so that there were, say, 30 to 40 Wc's in it, 
then a frequency distribution of the letters immediately following the Wc's will exhibit monoalphabeticity. 
What has been said of the letters following the We's applies equally well to the letters following all the 
other letters of the cipher text, the Ac's, Be's, C.'s, and so on. In short, if 26 distributions are made, one 
for each letter of the alphabet, showing the cipher letter immediately succeeding each different letter 
of the cipher text, the text of the cryptograms can be allocated into 26 uniliteral, monoalphabetic fre­
quency distributions which can be solved by frequency analysis, provided that there are sufficient data 
for this purpose. 

(1) The foregoing principle has been described as pertaining to the case when the introductory key is a 
single letter; that is, when the key text is offset or displaced but one interval to the right of the cipher 
text. But it applies equally to cases wherein the key text is offset more than one interval, provided that the 
frequency distributions are based upon the proper interval, as determined by the displacement due to the 
length of the introductory key. For instance, suppose the introductory key consists of two letters, as in 
the following example. 

K: x zl MR HF HG F N QR x o MR M v w EE 
P: RELIABLE INFORMATION 
C: MR HF HG F N QR XO MR M V WEE .. 

The key text in this case is offset two intervals to the right of the cipher text; therefore if we made 
frequency distributions by taking the cipher letters one interval to the right of a given cipher letter 
(each time that letter occurs), these distributions will not be monoalphabetic because some letter not 
related at all to the given cipher letter is the key letter for enciphering the letter one interval to the right 
of the letter. For example, note the three Re's in the foregoing illustration. The first Re is followed by 
H., representing the encipherment of LP by Mti the second Re is followed by Xe, representing the encipher­
ment of F P by Qt; the third Re is followed by Mc, representing the encipherment of Ap by Mt• The three 
cipher letters H, X, and M are here entirely unrelated and do not belong to the same cipher alphabet 
because they represent encipherments by three different key letters. On the other hand, the cipher 
letters two intervals to the right of the Re's, viz., F, 0, and V, are in the same cipher alphabet because 
these cipher letters are the results of enciphering plaintext letters I, 0, and T, respectively, by the same 
key letter, R. It is obvious, then, that when the introductory key consists of two letters and the key 
text is displaced two intervals to the right of the cipher text, the proper frequency distributions for 
monoalphabeticity will be based upon the letter at the second interval to the right of each cipher letter. 
Likewise, if the introductory key consists of three letters and the key text is displaced three intervals to 
the right of the cipher text, the distributions must be based upon the third interval, and so on, in each 
case the interval used corresponding to the amount of displacement between key text and cipher text. 

(2) Conversely, in solving a problem of this type, when the length of the introductory key and 
therefore the amount of displacement are not known, the appearance of the frequency distributions 
based upon various intervals after each different cipher letter will disclose this unknown factor, since 
only one set of distributions will exhibit monoalphabeticity and the interval corresponding to that set 
will be the correct interval. 
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24. Example of solution by frequency analysis.-a. It will be assumed that previous studies have 
disclosed that the enemy is using ciphertext autokey systems; it will be further assumed that these 
studies have also disclosed that (1) the introductory key is usually a single letter, (2) the usual Vigenere 
method of employing sliding primary components is used, and (3) the plain component is usually the 
normal A-Z sequence, the cipher component a mixed sequence which changes daily.· The following 
cryptograms, all of the same date, have been intercepted: 

I J X W X 
H I F E L 
G D I E Q 
G Y F K R 
J X W K A 

E E C D A 
N N J J I 
S G T A R 
F K S E T 
0 K N T B 

Message No. 1 

C N Q E T 
D I V E Y 
J J Q Q y 
T D I Q K 
T Z J O Q 

UK NM V 
G T C Z M 
C A R P H 
K M L T U 
Y S C D I 

Message No. 2 

D I W P P 
EH H L M 
MG L DY 
R Q G G N 
D G E T X 

Q Z S X D 
R V C U R 
F Y T C D 
K M K I X 
G 

G R V R M Z W K X G W P C K K R M X A N J C C X U R T N J U 
A K O B L N L M W K Y Y Z J U C S U H F F H I J A Q B M L T 
P U R R S U E Q E V Z E Y G C F F N F I B W N Y S T C E T P 
D G T T Z R R Q H Q A O O X D B U Y N K L B W C D G G K 

Message No. 3 

R W K A O L T C J M Z D K V U J C D D Y B Z E L M M W T Q 0 
H Q V G X C H O L M W V G R K I B R X D L A Q Y U K I R O Z 
T Q Y U 

Message No. 4 

X J J P M L T Z K X E C A Q Z N T T O C O N D U C T U T C V 
G R J P F F D I P P D I X C E S E T W W S U M U J C S L G X 
H X M O Z E K A Q I S U A 0 

Message No. 5 

G I S U H W Z H S T T Z O I D D H O O V N B T J G X C T B S 
F K I R H M M V Y M I I V U U C Z M J E H A G I E W M E H H 
L M W K Y P P D Q Z G B O I W P S F A J U Q Z H Z M T F H Z 
M L A C Z R O V D I W P V I B O B C C X N N D G I E S J O C 
KB J HQ MU Z EL YOO Vu· J WK IE I BB OZ A JI E F 
F O R S A J L N Q M B Q 

Message No. 6 

T B J P A A R Y Y P V H I D I T U X N J M X G S S B D A Q Y 
M M T T F U U N M G Q P U X M O V U Y E C E C Z M M W O H C 
F O B H V N K A Z C K M 

Message No. 7 

T B J P A Q A A Z T R X A L X F K K M E I A A B D S F T Q T 
C J J G J O V M R G L V W T T J U A W L X U K T X G G B O X 
M X D I D S P B S F L Y Z K C F 
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b. A distribution table is now compiled, the results of which are shown in Fig. 26, below; in originally 
making the distribution, tallies had been recorded in the appropriate cell in the pertinent horizontal 
line of the table to indicate the cipher letter which immediately followed each occurrence of the letter 
to which that line applies. Obviously, the best method of compiling the data is to treat the text bi­
literally, taking the first and second letters, the second and third letters, and so on, distributing the 
digraphs as tallies in a digraphic distribution. 

ABC DEF G HI J KL MN OP QR STU V W X Y Z N q, I.C. 
A 29 64 2.05 3 1 2 1 3 1 1 1 4 6 3 1 2 
B 24 26 1.22 1 1 2 1 3 1 1 4 1 1 2 2 1 2 2 1 
C 35 62 1.35 2 2 5 3 3 1 2 3 1 1 2 2 1 1 2 4 
D 30 120 3.59 2 1 2 5 2 10 1 1 1 2 1 2 
E 28 52 1. 79 4 1 1 3 2 1 3 2 2 5 1 1 2 
F 21 28 1. 73 1 1 1 4 2 1 4 1 1 2 1 1 1 
G 29 32 1.02 2 1 1 1 3 31 1 2 1 1 3 1 3 1 3 1 
H 23 22 1.13 1 1 1 2 3 2 2 2 3 1 1 1 1 2 
I 33 70 1.72 1 4 5 5 1 12 1 1 2 1 1 2 3 3 
J 32 56 1.47 1 3 1 2 1 24 1 2 3 4 1 4 1 2 
K 31 58 1.62 4 1 1 5 3 1 4 2 1 2 1 1 1 2 2 
L 22 44 2.48 2 1 1 1 5 3 4 1 2 2 
M 37 70 1.37 1 3 2 11 1 4 4 2 2 2 2 2 5 3 2 
N 21 28 1.73 1 2 1 4 3 1 2 2 2 2 1 
0 28 48 1.66 3 2 2 2 1 2 1 3 1 1 5 2 3 
P 19 18 1.37 2 1 1 3 1 1 1 3 1 1 2 2 
Q 26 38 1.52 2 1 2 1 1 1 1 2 1 1 1 1 1 1 5 4 
R 25 18 0.78 1 2 1 2 1 2 2 1 2 2 2 1 2 1 2 1 
S 22 36 2.03 1 1 1 2 4 1 1 1 1 1 2 5 1 
T 41 110 1.74 1 4 6 1 2 2 1 1 2 3 1 6 4 1 2 4 
U 30 44 1.31 3 3 1 2 3 3 1 1 1 4 1 2 2 2 1 
V 20 22 1.51 1 2 1 3 1 1 1 2 1 4 1 1 1 
W 22 44 2.48 1 6 1 1 1 1 4 1 2 1 1 1 1 
X 28 50 1.72 2 3 4 2 1 4 1 2 3 2 2 2 
Y 22 16 0.90 1 1 1 2 2 2 1 1 2 2 1 2 2 2 
Z 27 42 1.56 1 1 1 4 1 2 2 2 5 1 1 2 1 2 1 ----- ---

705 1218 42.85 
FIGURE 26 

c. The individual frequency distributions give every appearance of being monoalphabetic, which 
confirms the assumption that the enemy is using ciphertext autokey with a single-letter introductory 

key. The average LC. of the rows of the matrix is 
4
;:5 = 1.65, which is fine ;11 or, as a better approach, 

we could calculate the digrapkic LC. of the matrix by considering the sum (1218) of the q, values of 

F . 26 h b d I f d b · · · h f l 676~f(f-1) 676(1218) 1g. as t e o serve va ue o q, an su stitutmg m t e ormu a ~ N(N-l) 705 X 704 1.66, 

again substantiating the same assumption.12 (This discrepancy between the two figures lies in the 
round-off errors introduced in obtaining an average LC.) 

11 The arithmetic mean here suffices because the values of N involved are fairly close to one another; since, as has 
been previously stated, in ciphertext autokey systems the cipher letters are equiprobable (the over-all I.C. of the cipher 
text in this example is 1.005), a weighted mean is unnecessary. 

12 Ciphertext autokey systems may therefore be identified statistically from the appropriate digraphic distribution 
(i.e., on the assumption of the correct length of the introductory key) by the fact that the digraphic I.C. will reflect the 
monographic I.C. of the language. 
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d. The total number of letters of text is 712, comprising 705 digraphs. If the base letter is A, then 

there should be approximately 705X7.4%=52 cases of doubled letters in the text. There are actually 
53 doublets, which checks very well with the expectancy. The letter A is substituted throughout the 
text for the second letter of each doublet. 

e. The following sequence is noted at the beginning of Message No. 5: 

G I S U H W Z H S !___I Z O I Q__Q H O O V N B T J G X C T B S 
A A A 

Assume that the sequence DDHOOVNBT represents the word BATTALION, in which case we will have the 
following key-cipher-plain relationships: 

K: ID DH O O V NB T 
C: DD HOO V NB T 
P: BATT AL ION 

If this assumption is correct, the frequency of He in the D alphabet should be high, since H0 =TP; the He 
has only two occurrences. Likewise, the frequency of 0 0 (=Tp) in the H alphabet should be high; it is 
also only two. The frequency of Ve in the O alphabet should be medium or low, since it would equal LP; 
it is five, which is too high. The rest of the 1etters of the assumed word are similarly checked against the 
appropriate frequency distributions, with the result that, on the whole, the assumption that the 
DDHOOVNBT sequence represents BATTALION does not appear to be warranted. Similar attempts are 
made at other points in the text, with the same or other probable words. Some of these attempts may 
have to be carried to the point where the placement of values in the tentative cipher component leads 
to serious inconsistencies. Finally, attention is fixed upon the following sequence in the second line 
of Message No. 6: 

M M T T F 
A A 

U UN MG 
A 

If we assume that this skeleton represents the word AVAILABLE, the following fragment of key, cipher, 
and plain should be true: 

K: MM TT FU UN MG 
C: MT T FU UN MG 
P: AV A IL ABLE 

Reference is now made to the appropriate frequency distributions to see how well the actual individual 
frequencies correspond to the expected ones; these data are tabulated in the diagram below: 

Assumed Frequency 
Alphabet Approximation 

Bo 8p Expected Actual 

M T V Low 2 Fair 
T F I High 2 Fair 
F u L Medium 1 Good 
u N B Low 1 Good 
N M L Medium 2 Fair 
M G E High 2 Poor 
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This assumption of AVAILABLE cannot be discarded just yet. Let the values derivable from the assump­
tion be inserted in their proper places in a cipher component, and, using the latter in conjunction with a 
normal A-Z sequence as the plain component, let an attempt be made to find corroboration for these 
values. The following placements may be made: 13 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
C: M F G UN T 

The letter Mc appears twice in the cipher sequence and when this partially reconstructed cipher 
component is tested it is found that the value L11 ( N 11 ) =Mc is corroborated. Having the letters M, F, G, U, N, 
and T tentatively placed in the cipher component, it is possible to insert certain plain text values in the 
text. For example, in the M alphabet, F.=D 11 , G.=E 11 , U0 =O 11 , N0 =P 11 , and T0 =V 11. In the F alphabet, 
G0 =B1>, U0 =L 11 , N0 =Mp, T0 =S 11 , and M0=X11 • The other letters yield additional values in the appropriate 
alphabets. The plain text values thus obtainable are inserted in the cipher text. No inconsistencies 
appear and, moreover, certain good digraphs are brought to light. For instance, note what is mani­
fested at the end of the third line of Message No. 5: 

K: U Q Z H 
C: U Q Z H Z 
P: 

Z MT F H 
MT F HZ 

V I 

Now if the letter H can be placed in the cipher component, several values might be added to this partial 
decipherment. We note that F and G are sequent in the cipher component; now let us suppose that H 
follows G therein, and we obtain the following: 

K: U Q Z H 
C: U Q Z HZ 
P: 

Z M T F H 
MT F HZ 

V I C 

Suppose the VIC is the beginning of VICINITY. This assumption permits the placement of A, C, L, and 
Zin the cipher component, as follows: 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
C; MA F G H L Z UN T C 

These additional values check in very nicely and presently the entire cipher component is reconstructed. 
It is found to be as follows: 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
C: MAB F G HJ KL Q S V X Z UNDER WOT Y PI C 

The key phrase is clearly based upon UNDERWOOD TYPEWRITER COMPANY. All the messages may now 
be deciphered with ease. The following gives a letter-for-letter decipherment of the first three groups 
of each message: 14 

K: KJIJXW X E E C D A C N Q E 
Message No. I C: I J X W X E E C D A C N Q E T 

P: R I G H T F A I R L Y Q U I E 

K: ~GRVR M Z WK X G W P C K 
Message No. 2 C: GR V RM Z W K X G W P C K K 

P: N O T H I N G O F S P E C I A 

13 Note that, had we not known (or assumed) the plain-component sequence, we would first have entered these 
values in a 26 X 26 square rather than in a single strip for the cipher component, and then we would exploit any mani­
festations of direct or indirect symmetry present. 

u The introductory keys for these messages are presumed to have been specified by prearrangement, or indicated 
by the message number, file time, or some other element of the message externals. 
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K: B..]R WK A 0 L T C J M Z DK V 

Message No. 3 C: R W K A 0 LT CJ M Z D K V U 
P: A B O U T 0 N E H U ND RED 

K: lJX J J P ML T Z K X E C A Q 
Message No. 4 C: X J JP M L T Z K X E C A Q Z 

P: GUARD I N S U F F I C I E 

K: ~GISU H W Z HS T T Z O I 
Message No. 5 C: G I S U H W Z H S T T Z O I D 

P: NU MER 0 U S F L A S H E S 

K: illTBJP AARYY P V H I D 
Message No. 6 C: T B J P A A R Y Y P V H I D I 

P: THERE ARE AB 0 U T S I 

K: ruTBJP A QA AZ TR X AL 
Message No. 7 C: T B J P A Q A A Z T RX AL X 

P: THERE I S A M I X U P H E 

J. In the foregoing example the plain component was the normal sequence, so that with the Vigenere 
method of encipherment the base letter is A. If the plain component is a mixed sequence, the base letter 
may no longer be A, but in accordance with the principle set forth in subpar. 23b, the frequency of 
doublets in the cipher text will correspond with the frequency of the base letter as a letter of normal plain 
text.15 If a good clue is afforded by the frequency of doublets in the cipher text, the insertion of the 
corresponding base letter in the plain text will lead to further clues. The solution from there on can be 
handled along the lines indicated above. 

25. Solution by means of isomorphs.-a. It was stated in subpar. 23d that in ciphertext autokey 
systems the production of isomorphs is a frequent phenomenon and that analysis of these isomorphs 
may yield a quick solution. An example of this sort will now be studied, using as an illustration the 
following three messages which are suspected of being in a ciphertext autokey system: 

u s y p w 
B E K V B 
P M Y U C 
T C V N I 
E F A A G 
AT N NB 
N X Q W H 
TN K KU 

B I I B F 
X R S C T 
K T T C F 
J O E Y M 

H A L O Z 
+-K Z EK U 
X AG X D 
BJ N NB 

T R X D I 
MAM M 0 
N E V V J 
X D D Q Q 
Z R L F D 
0 U P I T 
U V E V Y 
X L O D L 

GR XL G 
K V B W K 
K V K R 0 
R P E E W 

JR RV M 
R F R F X 
M C U N X 
I T M L J 

Message No. 1 

M L E X R K V D B D 
TXXBW ENAXM 
L K Z E K U R C N I 
EKKLR VRFRF 
N D S C D M P B B V 
J L X T C V A O V E 
P L Q G W U P V K U 
W T H C Z R 

Message No. 2 

H O U Z 0 L L Z N A 
0 T G U Q Q F J O C 
B O E P L Q I G N R 
H O T J 0 C R I I X 

Message No. 3 

M H C V B Y U H A 0 
YB HAL Z OF HM 
X L X G Z J P W U I 
0 0 S E A A T K P B 

D Q G S U 
Q L Z I X 
F Q F N N 
X R O C S 
DEW RR 
Y J J L K 
BM ML B 

M H C T Y 
Y YB V K 
I Q O V J 
0 Z E T Z 

E O V A C 
RS J Y L 
F D B B Y 
y 

N S F B 0 
D I X G Z 
Y G S I J 
S J T B V 
N Q I C H 
D M L E G 
0 A E O T 

S C A A T 
I X D M T 
Y KIP H 
N K 

Q V V J L~ 
A P G R S 
P V F Z N 

15 If the plain and cipher components had been identical sequences, this fact together with the identity of the base 
letter could have been determined from the digraphic distribution: one of the rows of the distribution (the row correspond­
ing to the base letter) would reflect an approximation of the normal frequency distribution, i.e., peaks for the letters 
AEINORST, and blanks or near-blanks for JKQXZ. Furthermore, the reconstruction matrix would have displayed symmetry 
about the main diagonal (from upper left to lower right); see in this connection subpar. 33e in the next chapter. 
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b. Frequency distributions are made, based upon the second letters of pairs, as in the preceding 

example. These distributions are shown in the table in Fig. 27, below. The digraphic LC. is !;~~1~b 
1.67, confirming ciphertext autokey with a single-letter introductory key. Nevertheless, the data in 
each distribution are relatively scanty and it would appear that the solution is going to be a rather 
difficult matter. 

A 
B 
C 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
V 
w 
X 
y 
z 

2d letter 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

3 1 1 2 2 2 2 1 3 1 
2 1 1 1 1 2 1 2 4 3 2 3 

1 1 1 1 2 1 1 1 2 1 3 1 1 
2 2 1 2 1 4 1 2 1 

1 1 1 1 4 1 2 1 1 2 2 1 2 
1 1 2 1 1 1 1 1 1 2 2 1 

1 2 1 3 1 1 1 3 
4 3 1 1 2 1 

1 1 2 1 2 1 1 1 1 2 5 
1 4 1 4 1 1 2 2 

1 2 2 1 1 1 1 1 4 4 2 
1 1 2 1 1 1 3 1 2 2 1 1 2 3 
1 1 2 4 3 1 1 1 2 1 1 
2 3 1 1 2 2 3 1 1 1 2 1 
1 2 3 1 3 1 1 1 1 1 4 2 3 2 

2 1 1 1 2 1 2 2 
1 2 2 2 1 1 2 1 1 

1 4 2 1 1 1 2 1 2 3 2 2 
3 1 1 1 2 1 1 1 1 

1 3 1 1 2 3 1 2 1 2 2 1 1 
1 1 1 1 2 2 1 2 1 1 1 1 

2 3 2 3 1 3 3 1 1 1 2 1 
1 2 1 1 2 2 

1 1 5 2 3 1 1 1 3 1 1 2 1 
2 1 1 1 1 1 3 2 1 

3 1 2 3 2 1 2 

FIGURE 27 

N qi 

18 20 
23 32 
17 8 
16 20 
20 20 
15 6 
13 14 
12 20 
18 26 
16 28 
20 30 
22 20 
18 22 
20 20 
26 36 
12 8 
13 8 
22 28 
12 8 
21 20 
15 6 
23 30 

9 6 
23 36 
13 10 
14 18 

451 500 

c. Before becoming discouraged too quickly, however, we make a search throughout the text to see if 
any isomorphs are present. Fortunately, there appear to be several of them. Note the following: 

( 1) 
Message No. 1 (2) 

( 3) 

Message No. 2 (4) 

Message No. 3 (5) 

D B D D Q G S U N S F B 0 B E K . 
N E V V J L K Z E K U R C N I F . 
TN K KU XL OD L WT H CZ R] 

CR I IX OZ ET ZN K] 

C Q V V J L K Z E K U R F R F X 

First, it is necessary to delimit the length of the isomorphs. Isomorph (2) shows that the isomorphism 
begins with the doubled letters; for there is an E before VV in that case and also an E within the isomorph. 
If the phenomenon included the E, then the letter immediately before the DD in the case of isomorph (1) 
would have to be an N, to match its homolog, E, in isomorph (2), which it is not. Corroborating data are 
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given by isomorphs (3), (4), and (5) in this respect. Hence, we may take it as established that the iso­
morphism begins with the doubled letters. As for the end of the isomorphism, the fact that isomorphs 
(2) and (5) consist of the same set of 10 letters seems to indicate that this number defines the length of 
the isomorphism. The fact that Message No. 2 ends 2 letters after the last tie-in letter, Z, corroborates 
this assumption. It is at least certain that the isomorphism does not extend beyond 11 letters because the 
recurrence of R in isomorph (5) is not matched by the recurrence of R in isomorph (2), nor by the recur­
rence of Tin isomorph (3). Hence it may be assumed that the isomorphic sequence is probably 10 letters 
in length, possibly 11. But to be on safe ground it is best to proceed on the IO-letter basis. 

d. By applying the principles of indirect symmetry to the superimposed isomorphs, partial chains 
may be constructed, as shown below: 

(1-2) D V Q J G L S K FU Z NE B R 
(1-3) N D K Q U 0 G X S L F W B T 
(1-4) D I Q X G 0 s z U E F N T B K 
(2-3) V KL X J u w Z 0 E D RT 
(2-4) V I J X L 0 R K Z E T UN 
(3-4) D T K I U X O E L Z W N 

These partial chains may be amalgamated into the following sequence: 

LODJXBSUN.GW.Q ... FVI .RKZET 

Noting the J K at an interval of -7, and also W X Z at the same interval, we conclude that a keyword­
mixed sequence is involved, and we derive the original sequence as 

W X Z .. DR.UL I . BE F G J K . NO . Q ST V, 

whereupon we recognize our perennial friend HYDRAULIC and fill in the missing six letters. 
e. We now have the cipher component, and the plain component remains to be reconstructed. The 

simplest and most foolproof solution ordinarily is a reduction to monoalphabetic terms, using the re­
co~ered cipher component and the known offset of the cipher text against itself as key. 16 However, the 
probable word method, if the probable words are at all probable, may be used to good advantage. A 
good crib to assume for the IO-letter repetition found in Message Nos. 1 and 3 is ARTILLERY (especially 

since the doublet rate of the distribution in Fig. 27 isJ;
1 
=7.3%, which is just right for a base letter of 

AP to represent the doublet in the repetition). This single assumption is sufficient to place 7 letters in 
the plain component, thus: 

K: V V J L K Z E K U R 
C: V V J L K Z E K U R 
P: A R T I L L E R Y 

A ... E ... I .. L ..... R.T .... Y. 

These few letters (few, but how beautifully spaced!) are sufficient to suggest that the plain component 
is in all probability the normal sequence. A few moments' testing proves this to be true. The two compo­
nents are therefore: 

P: ABC DEF G HI J KL MN OP QR STU V W X Y Z 
C: HYDRAULIC BE F G J KM NOP Q ST V W X Z 

1~ Note that if the LODJX . . . sequence in ,;ubpar. d, above, had not been of systematic construction to enable us 
to analyze its derivation and thus fill in the missing 6 letters, we still could haw converted most of the cipher text to 
monoalphabetic terms, solved the text, and recovered both components. 
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f. With the two components at hand, the decipherment of the message is a low-order triviality. 
Since a single-letter introductory key is known to have been used, 17 we decipher the first five groups of 
Message No. 1 as follows: 

K: ? US Y P 
C: U S Y P W 
P: ? P H R F 

WT RX D 
T R X D I 
Y I V E F 

I M L E X 
M L E X R 
I R E O F 

R K V D B 
K V D B D 
L I G H T 

D D Q G S 
D Q GS U 
A R T I L 

The mangled beginning is the result either of garbles, or of specialized keying procedure wherein the 
last letter of an introductory key was used as the introductory key letter for enciphering the subsequent 
autokeyed portion of the text (see Fig. 18c in subpar. 21b). If we assume that the IVE before the word 
FIRE is the ending of the first word of the plain text, and that this word is INTENSIVE, the introductory 
key word is found to be WICKER. Thus: 

K: WICKE R!T RX DIM LEX R KV DB DD Q GS 
C: US Y PW TR X DIM LEX R KV DB DD Q GS U 
P: INTENSIVE FIRE OF LIGHT ART IL 

The beginnings of the other two messages are recoverable in the same way and are found to be as follows: 

K: PROM IS EIR XL G HOU Z 
C: BI I BF GR XL G HOU Z 0 
P: REQUEST VIGOROUS 
K: CH AR GE DIRR V MM H CV 
C: HALO Z JR RV MM H CV B 
P: SECOND BATT AL ION 

g. The example solved in the foregoing subparagraphs offers an important lesson to the student, 
insofar as it teaches him that he should not immed'iately feel discouraged when confronted with a problem 
presenting only a small quant1:ty of text and therefore affording what seems at first glance to be an insufficient 
quantity of data for solution. For in this example, while it is true that there are insufficient data for analysis 
by simple principles of frequency, it turned out that solution was achieved without any recourse lo the 
principles of frequency of occurrence. Here, then, is one of those interesting cases of substitution ciphers of 
rather complex construction which are solvable without any study whatsoever of frequency distributions. 
Indeed, it will be found to be true that in more than a few instances the solution of quite complicated 
cipher systems may be accomplished not by the application of the principles of frequency, but by re­
course to inductive and deductive reasoning based upon other considerations, even though the latter 
may often appear to be very tenuous and to rest upon quite flimsy supports. 

26. Solution of isologs involving the same pair of unknown primary components.-a. Two messages 
containing identical plain text encrypted in a ciphertext autokey system with two different single-letter 
introductory keys may be solved in a manner identical to that described in the last paragraph, since what 
we really have is a pair of long isomorphs one letter shorter than the length of the messages. Even if the 
introductory keys are words of different lengths and compositions, if the key usage is similar to that 
illustrated in Fig. 18cin subpar. 21b the message can be solved very rapidly by reconstructing the primary 
components, since the cryptographic texts of such messages will be isomorphic after the initial keyword 
portions. 

17 We know this from (a) statistical evidence of the digraphic di~tribution at an offset of 1, (b) the indications of the 
correct plain component emerging from a tentative decipherment of the IO-letter repetition, and (c) the unlikelihood that 
with three rather short messages a long ciphertext repetition would have manifested itself if the offset were more than 
1 letter. We knew that the three messages were autokeyed at the same offset, otherwise the isomorphs would have not 
appeared among all three messages. 
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(1) Note the two following superimposed messages, in which isomorphism between the two crypto­
grams is both obvious and consistent after their 6th letters: 

Msg "A": T S B J S K B N L 0 C F H A Z L W JAM B N F N S 
Msg "B": B K K M J X Y C X B H R P V 0 X M U V I Y CR CG 
Msg "A": M V J R E H F P R X C P C R R EH FM U H R A X C 
Msg "B": I K U T D P R E T N HEH TT D P R I W P T V N H 
Msg "A": N F D U B A T F Q R 
Msg "B": C R S W Y V J R F T 

Starting with any pair of superimposed letters (after the 6th pair), the following chains are derived: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 

(l) Z OBY 
(2) L X NCH PED S G 
(3) Q FR T JU WM I 
(4) AV K .... 

The foregoing fragments either are part of two 13-letter chains, or they are parts of a complete 26-letter 
sequence. If the former is the case, then the two 13-letter chains must be ( Z O B Y Q F RT J U W M I) and 
(L X N CH PED S GAV K); and, a few moments later, noting phenomena associated with keyword­
mixed sequences in the two chains, we superimpose them in the diagram 18 

Z O B Y Q F R T J U W M I 
H P E D S G A V K L X N C 
Y Q F R T J U W M I Z O B 

from which we speedily obtain the HYDRAULIC . . . XZ sequence.19 

(2) Only the cipher component has been recovered thus far. If we assume that the plain component 
is the same as the cipher, the initial key words and the message plain texts are at once deciphered; it 
will be found that the initial key word for Message "A" is PENCE, and that for Message "B" is LATERAL. 20 

If the plain component had not been guessed in this case, we could have "deciphered" the message text 
using an arbitrary plain component (say·, the A-Z sequence), resulting in a conversion of the complex 
cipher text into monoalphabetic terms which can then speedily be solved. 

(3) The foregoing solution affords a clue to the solution of cases in which the texts of two or more 
messages are not completely identical but are in part identical because they happen to have similar 
beginnings or endings, or contain nearly similar information or instructions. The progress in such cases 
is not so rapid as in the case of messages with wholly identical texts because much care must be exercised 
in blocking out the isomorphic sequences upon which the reconstruction of the primary components 
will be based. 

b. In the preceding example the autokeyed portions of the texts started with the last letters of the intro­
ductory keys. If full autokeying (i.e., the method shown in Fig. 18b), had been employed the solution 
would hardly be more difficult. 

18 See subpar. 44i on pp. 89-90 of Military Cryptanalytics, Part IT. 
u If the four fragments()), (2), (3), and (4) had been parts of a complete 26-letter sequence, there would have been 

only 6 ways to permute them, viz., 1-2-3-4, 1-2-4-3, 1-3-2-4, 1-3-4-2, 1-4-2-3, and 1-4-3-2; therefore the problem 
would still be solvable without too much effort, even if the cipher component has been a random sequence. 

,o The reason that the cryptographic texts are isomorphic after the initial keyword portions is, of course, that since 
the text beyond the key word is enciphered autokey fashion by the preceding cipher letter, the letters before the last 
letter of the key have no effect upon the encipherment at all. Hence two messages having identical plain text cannot be 
other than isomorphic after the initial keyword portions. 
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(1) In order to illustrate such a case, let the same plain texts used in the preceding example be en-
ciphered by introductory key words of the same lengths but different compositions: PENCE and LATER. 
Thus: 

Message "A" 

K: p E NC El TS BJ S MM N RU L P U I H J B T X F I N N R M 
P: RE QUE S T I N F 0 R M A T I O N O F S I T U A T I O N I 
C: T S B J S MM N RU L P U I H J B T X F I N N R M D W I Q V 

K: D W I Q V P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T 
P: N F I F T E E N T H I N F A N T R Y S E C T O R A T O N C E 
C: P C K A 0 D P A Z 0 B C M R I A F N W 0 G LI HT I W W C U 

Message "B" 

K: L A TE RI B K K M J R B T U X S G E B Q YR H HA T E T U C 
P: R E Q U E S T I N F 0 R M A T I O N O F S I T U A T I O N I 
C: B K K M J R B T U X S G E B Q YR H HA T E T U C N O G T M 

K: N O G T M L D Q L E N G B Y E W D S U H P U T Z E H HG DK 
P: N F I F T E E N T H I N F A N T R Y S E C T O R A T O N C E 
C: L D Q L E NG BYE W D S U H P U T Z E H HG DK T O D E X 

(2) Now let the cipher texts be superimposed and isomorphisms be sought. They are shown under­
lined below: 

Msg A: T S B J S MM N RU L f U I H J B T X F I N N R M )2 Yi 1 Q V 
Msg B: B K K M J R B T U X S g E B Q YR H HA T E T U C N Q g TM 

Msg A: Pg_ KA Q )2 f A Z Q B Q M B I A F N W Q G L 1 H T I ,W: W C U 
Msg B: L )2 Q L ~ Ng BY~ W )2 S 1! H Pu T z ~ H Hg DK T Q D E X 

It will be noted that the intervals between identical vertical pairs show a constant factor of 5, indicating 
that the messages have been enciphered with 5-letter introductory key words. 

(3) The vertical pairs beyond the first five letters of the messages are now distributed in a recon­
_struction matrix according to their position based upon this interval of 5, similar to the treatment of 
vertical pairs in periodic-cipher isologs arising from the use of repeating keys of the same lengths. 21 

This is shown below: 

¢ A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
1 
2 
3 
4 
5 

p w 
RD 

B 
L E 

N H T y 
u 

G Q 
DB 

A Q H 

S R L 
H BE G 0 

S T HE D 
T U Z H y 

C E K X M 

From the values in this matrix the original cipher component, the HYDRAULIC . . . XZ sequence, may 
quickly be recovered, because the¢ line may be included in the chaining. 

21 Cf. subpar. 60f, Military Cryptanalytics, Part I I. 
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28. Further remarks on ciphertext autokey systems.-a. All of the discussion on ciphertext autokey 

systems thus far has been limited to alphabetical systems employing sliding primary components (or 
the equivalent form of a square table). There is no reason, of course, why a set of 26 unrelated random 
sequences in a table such as that in Fig. 33, below, could not be used for the cipher alphabets. In such 

llillliil' 

Plain 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

A T O K Z B L R X S P W N A Q C E I G D J F V U Y M H 
B S B A C D E H F I J K T L M O U V Y G Z N P Q X R W 
C Y Q R T V W L A D K O M J U B G E P H S C Z I N X F 
D Z S A E D C B I F G J H L K M R U O Q V P T N W Y X 
E S L W E M Z V X G A F N Q U K D O P I T J B R H C Y 
FGPOCIXLURNDYZHWBJSQFKVMETA 
G W A H X J E Z B N I K P V R O G S Y D U L C F M Q T 
H G T D X A I H P J O B W K C V F Z L Q E R Y N S U M 
I A J D S K Q O I V T Z E F H G Y U N L P M B X W C R 
J J G H O N M T P R Q S V Z U X Y W I C A K E L B D F 
K V Q P N O H U W D I Z Y C G K R F B E J A L T M S X 
L E W O A M N F L H Q G C U J T B Y P Z K X I S R D V 
M D H B M K G X U Z T S W Q Y V O R P F E A N C J I L 

Key ND WP K JV I U Q HZ CT X BL E G NY RSM FA 0 
0 S G U E N T C X O W F Q D R L J Z M A P B V H I Y K 
P X C S H D E O K F P Y A Q J N U B T G I M W Z R V L 
Q N V A R M Y O F T H E U S Z J X D P C W G Q I B K L 
R O Z P L G V J R K Y T F U I W X H A S D M C N E Q B 
S T O J Y L F X N G W H V C M I R B S E K U P D Z Q A 
T Z X Q L Y I O V B P E S N H J W M D G F C K A U T R 
U E Y B F S J M U D Q C L Z W T I P A V N K H R G O X 
V X P U C O T Y A W V S F D L I E B H K N R J Q Z G M 
W E V D T U F O Y H M L S I Q N J C P G B Z A X K W R 
X M V K B Q W U G L O S T E C H N Z F R I D A Y J P X 
Y W J L V G R C Q M P S O E X T K I A Z D N B U H Y F 
Z T B R E M X Z P V Q Y U O G A I K L F S W H D C N J 

FIGURE 33 
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cases, the general methods treated in par. 22 still apply, with necessary modifications, as also do the 
methods in pars. 23 and 24, except that it is obvious that (a) there will be no determinable base letter, 

·. a.nd (b) there will be no causal isomorphs. For that matter, even with a matrix such as that of Fig. 34 
below, in which the key letters are designated by arbitrary letters to the left of the square (instead of 

Plain 

H Y D R A U L I C B E F G J K M N O P Q S T V W X Z 
A H Y D R A U L I C B E F G J K M N O P Q S T V W X Z 
B Y D R A U L I C B E F G J K M N O P Q S T V W X Z H 
C D R A U L I C B E F G J K M N O P Q S T V W X Z H Y 
D R A U L I C B E F G J K M N O P Q S T V W X Z H Y D 
E A U L I C B E F G J K M N O P Q S T V W X Z H Y D R 
F U L I C B E F G J K M N O P Q S T V W X Z H Y D R A 
G L I C B E F G J K M N O P Q S T V W X Z H Y D R A U 
H I C B E F G J K M N O P Q S T V W X Z H Y D R A U L 
I C B E F G J K M N O P Q S T V W X Z H Y D R A U L I 
J B E F G J K M N O P Q S T V W X Z H Y D R A U L I C 
K E F G J K M N O P Q S T V W X Z H Y D R A U L I C B 
L F G J K M N O P Q S T V W X Z H Y D R A U L I C B E 
M G J K M N O P Q S T V W X Z H Y D R A U L I C B E F 

Key NJ KM NOP Q ST V W X Z HYDRAULIC BE F G 
0 K M N O P Q S T V W X Z H Y D R A U L I C B E F G J 
P M N O P Q S T W W X Z H Y D R A U L I C B E F G J K 
Q N O P Q S T V W X Z H Y D R A U L I C B E F G J K M 
R O P Q S T V W X Z H Y D R A U L I C B E F G J K M N 
S P Q S T V W X Z H Y D R A U L I C B E F G J K M N 0 
T Q S T V W X Z H Y D R A U L I C B E F G J K M N O P 
U S T V W X Z H Y D R A U L I C B E F G J K M N O P Q 
V T V W X Z H Y D R A U L I C B E F G J K M N O P Q S 
W V W X Z H Y D R A U L I C B E F G J K M N O P Q S T 
X W X Z H Y D R A U L I C B E F G J K M N O P Q S T V 
Y X Z H Y D R A U L I C B E F G J K M N O P Q S T V W 
Z Z H Y D R A U L I C B E F G J K M N O P Q S T V W X 

FIGURE 34 

the letters in a column under a particular plain text letter-the base letter), there is likewise no deter­
minable base letter and no causal isomorphs can be produced, as can be shown by the following 
isologous message beginnings: 

Message "A" 

K: !IP M Q Q PP Z F GT RI R ZN DP Q L J Y ML L H X Q W G 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: PM 9-Q PP Z F GT RI R ZN DP Q L J Y ML L H X Q W GP 

Message "B" 

K: Y.JQ NS TT VU LP AES JOU B NO ADTE X PAO EFT 
P: TH IR DREG IM ENT COMM AND POST MOVING 
C: Q NS TT VU LP At SJ OU B NO A QT EXP A Q EFT U 

The ciphertext doublets are the result of chance. Note in this example that, since the plain and cipher 
components are identical sequences, one of the distributions of the letters immediately following a 
particular cipher letter (in this case, A0 ) will fit the normal, since the plaintext letters enciphered by this 
key letter will be self-enciphered; the distributions of the letters following the other cipher letters will 
of course be monoalphabetic. 
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b. The general principles of ciphertext autokeying apply equally well to digital systems, and for 
that matter to Baudot systems. The modulus in digital systems is the usual mod-10 arithmetic,26 so 
that in effect the cipher component is a known sequence--thus a reduction to monoalphabetic terms 
suggests itself at once, if not sooner. 

c. As an example, let us study the following message, suspected of having been enciphered in a 
ciphertext autokey system with the additive method of encipherment (P+K=C).27 

1 5 6 3 5 9 2 0 0 1 1 3 7 5 6 9 4 0 9 3 0 5 1 5 1 4 0 0 9 4 
2 2 1 2 3 3 0 4 7 6 6 9 7 2 0 3 9 4 9 8 7 9 9 2 9 5 8 1 1 2 
7 6 1 1 1 4 9 3 6 9 2 8 0 7 2 4 8 3 0 1 9 0 0 7 4 4 5 5 4 8 
4 0 5 4 4 3 1 5 8 9 1 2 9 4 3 5 0 5 2 9 5 2 8 1 4 7 4 5 1 6 
7 1 9 3 2 4 0 5 0 6 1 1 6 8 2 0 5 7 9 3 1 0 6 4 9 2 5 6 9 5 
1 9 6 8 9 9 9 6 6 1 

If a single-digit introductory key has been used, the cipher text is offset against itself at an interval of 1 
and a decipherment obtained, the beginning of which is shown below: 28 

K: 1 5 6 3 
C: 1 5 6 3 5 
P: 4 1 7 2 

5 9 2 0 0 
9 2 0 0 1 
4 3 8 0 1 

1 1 3 7 5 
1 3 7 5 6 
0 2 4 8 1 

6 9 4 0 9 
9 4 0 9 3 
3 5 6 9 4 

3 0 5 1 5 
0 5 1 5 1 
7 5 6 4 6 

The I.C. of the entire deciphered message is 0.99, so the length of the introductory key was probably not 
1. The cipher text is then offset against itself at intervals of 2, 3, 4 ... , up to an interval of 9: the I.C.'s 
obtained from the resulting decipherments are all unsatisfactory, as may be seen from the following 
table: 

Offset I.C. Offset I.C. Offset I.C. 
----

1 0.99 4 0.97 7 0.99 
2 1. 02 5 0.96 8 0.98 
3 1. 02 6 0.96 9 0.97 

28 If other than mod-10 arithmetic is used, say an arbitrary conversion-square encipherment with a square such as 
the following, 

Plain 

0 1 2 3 4 5 6 7 8 9 
0 3 1 6 7 5 8 2 4 9 0 
1 1 2 3 5 4 6 8 9 0 7 
2 6 4 0 2 8 1 5 3 7 9 
3 7 3 2 9 0 5 6 1 8 4 
4 5 8 4 0 9 2 3 7 1 6 

Key 5 8 5 1 6 7 9 0 2 4 3 
6 2 9 8 1 3 7 4 0 6 5 
74698207531 
8 9 0 7 3 6 4 1 8 5 2 
90754139628 

the problem must be solved as a general case of ciphertext autokey as treated earlier in this chapter. (The conversion 
square shown here is a Latin square, with ten unique digits in each of the rows and in each of the columns; other conversion 
squares may have columns containing repeated digits.) 

27 As regards the effect of the use of different encipherment conventions, see subpars. 35g and h (on pp. 117-120). 
28 We have assumed that the enciphering procedure was the additfre method /i.e., wherein P+K=C); see also the re­

marks in subpar. 35h in the next chapter if subtractive or minuend methods had been involved. 
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d. When an offset of IO is tried, the I.C. of the deciphered text jumps to 1.52 and a long repetition 
·. is in evidence, revealing that IO is the length of the introductory key. The decipherment and its appertain­

ing frequency distribution are shown below: 

K: 1 5 6 3 5 9 2 0 0 1 1 3 7 5 6 9 4 0 9 3 
C: 1 5 6 3 5 9 2 0 0 1 1 3 7 5 6 9 4 0 9 3 0 5 1 5 1 4 0 0 9 4 
P: 0 8 1 2 1 0 2 0 9 2 9 2 4 0 5 5 6 0 0 1 

K: 0 5 1 5 1 4 0 0 9 4 2 2 1 2 3 3 0 4 7 6 6 9 7 2 0 3 9 4 9 8 
C: 2 2 1 2 3 3 0 4 7 6 6 9 7 2 0 3 9 4 9 8 7 9 9 2 9 5 8 1 1 2 
P: 2 7 0 7 2 9 0 4 8 2 4 7 6 0 7 0 9 0 2 2 1 0 2 0 9 2 9 7 2 4 

K: 7 9 9 2 9 5 8 1 1 2 7 6 1 1 1 4 9 3 6 9 2 8 0 7 2 4 8 3 0 1 
C: 7 6 1 1 1 4 9 3 6 9 2 8 0 7 2 4 8 3 0 1 9 0 0 7 4 4 5 5 4 8 
P: 0 7 2 9 2 9 1 2 5 7 5 2 9 6 1 0 9 0 4 2 7 2 0 0 2 0 7 2 4 7 

K: 9 0 0 7 4 4 5 5 4 8 4 0 5 4 4 3 1 5 2 9 1 2 9 4 3 5 0 5 6 9 
C: 4 0 5 4 4 3 1 5 2 9 1 2 9 4 3 5 0 5 6 9 5 2 8 1 4 7 4 5 5 6 
P: 5 0 5 7 0 9 6 0 8 1 7 2 4 0 9 2 9 0 4 0 4 0 9 7 1 2 4 0 9 7 

K: 5 2 8 1 4 7 4 5 5 6 7 1 9 3 2 4 0 5 4 6 1 1 6 8 2 0 5 7 3 3 
C: 7 1 9 3 2 4 0 5 4 6 1 1 6 8 2 0 5 7 3 3 1 0 6 4 9 2 5 6 3 5 
P: 2 9 1 2 8 7 6 0 9 0 4 0 7 5 0 6 5 2 9 7 0 9 0 6 7 2 0 9 0 2 

K: 1 0 6 4 9 2 5 6 3 5 
C: 1 9 6 8 9 9 9 6 0 1 
P: 0 9 0 4 0 7 4 0 7 6 

:::::: 
::::::: 
g 

-:::::: g 
g - g 
g g g g 
g :::: g gg 

~ ~ g ~ ::::: ~ g g 
g g g~gg~~~ 

1 2 3 4 5 6 7 8 9 0 

From here on the solution of the intermediate text is a simple matter; monome-dinome characteristics 
are observed in the preliminary examination, and recovery of the plain text and of the enciphering 
matrix quickly follow. 29 

29 The analysis of the intermediate text is given in par. 77 of Military Cryplanalylics, Part I. 

73 Sl!CIIEf= 


	CoverPaqeTemplateR
	Description of document: National Security Agency (NSA) Military Cryptanalytics Part III by Lambros D. Callimahos, October 1977
	Posted date: 04-January-2021
	Note: This document as released by the National Security Agency ends at letter "C" of the index, on page 656
	Source of document: FOIA Request National Security Agency Attn: FOIA/PA Office 9800 Savage Road, Suite 6932 Ft. George G. Meade, MD 20755-6932 Fax: 443-479-3612 (ATTN: FOIA/PA Office)

	Binder ALL BW OCR
	Part 01
	Military Cryptanalytics Volume 3 straight OCR_Page_001
	Military Cryptanalytics Volume 3 straight OCR_Page_002
	Military Cryptanalytics Volume 3 straight OCR_Page_003
	Military Cryptanalytics Volume 3 straight OCR_Page_004
	Military Cryptanalytics Volume 3 straight OCR_Page_005
	Military Cryptanalytics Volume 3 straight OCR_Page_006
	Military Cryptanalytics Volume 3 straight OCR_Page_007
	Military Cryptanalytics Volume 3 straight OCR_Page_008
	Military Cryptanalytics Volume 3 straight OCR_Page_009
	Military Cryptanalytics Volume 3 straight OCR_Page_010
	Military Cryptanalytics Volume 3 straight OCR_Page_011
	Military Cryptanalytics Volume 3 straight OCR_Page_012
	Military Cryptanalytics Volume 3 straight OCR_Page_013
	Military Cryptanalytics Volume 3 straight OCR_Page_014
	Military Cryptanalytics Volume 3 straight OCR_Page_015
	Military Cryptanalytics Volume 3 straight OCR_Page_016
	Military Cryptanalytics Volume 3 straight OCR_Page_017
	Military Cryptanalytics Volume 3 straight OCR_Page_018
	Military Cryptanalytics Volume 3 straight OCR_Page_019
	Military Cryptanalytics Volume 3 straight OCR_Page_020
	Military Cryptanalytics Volume 3 straight OCR_Page_021
	Military Cryptanalytics Volume 3 straight OCR_Page_022
	Military Cryptanalytics Volume 3 straight OCR_Page_023
	Military Cryptanalytics Volume 3 straight OCR_Page_024
	Military Cryptanalytics Volume 3 straight OCR_Page_025
	Military Cryptanalytics Volume 3 straight OCR_Page_026
	Military Cryptanalytics Volume 3 straight OCR_Page_027
	Military Cryptanalytics Volume 3 straight OCR_Page_028
	Military Cryptanalytics Volume 3 straight OCR_Page_029
	Military Cryptanalytics Volume 3 straight OCR_Page_030
	Military Cryptanalytics Volume 3 straight OCR_Page_031
	Military Cryptanalytics Volume 3 straight OCR_Page_032
	Military Cryptanalytics Volume 3 straight OCR_Page_033
	Military Cryptanalytics Volume 3 straight OCR_Page_034
	Military Cryptanalytics Volume 3 straight OCR_Page_035
	Military Cryptanalytics Volume 3 straight OCR_Page_036
	Military Cryptanalytics Volume 3 straight OCR_Page_037
	Military Cryptanalytics Volume 3 straight OCR_Page_038
	Military Cryptanalytics Volume 3 straight OCR_Page_039
	Military Cryptanalytics Volume 3 straight OCR_Page_040
	Military Cryptanalytics Volume 3 straight OCR_Page_041
	Military Cryptanalytics Volume 3 straight OCR_Page_042
	Military Cryptanalytics Volume 3 straight OCR_Page_043
	Military Cryptanalytics Volume 3 straight OCR_Page_044
	Military Cryptanalytics Volume 3 straight OCR_Page_045
	Military Cryptanalytics Volume 3 straight OCR_Page_046
	Military Cryptanalytics Volume 3 straight OCR_Page_047
	Military Cryptanalytics Volume 3 straight OCR_Page_048
	Military Cryptanalytics Volume 3 straight OCR_Page_049
	Military Cryptanalytics Volume 3 straight OCR_Page_050
	Military Cryptanalytics Volume 3 straight OCR_Page_051
	Military Cryptanalytics Volume 3 straight OCR_Page_052
	Military Cryptanalytics Volume 3 straight OCR_Page_053
	Military Cryptanalytics Volume 3 straight OCR_Page_054
	Military Cryptanalytics Volume 3 straight OCR_Page_055
	Military Cryptanalytics Volume 3 straight OCR_Page_056
	Military Cryptanalytics Volume 3 straight OCR_Page_057
	Military Cryptanalytics Volume 3 straight OCR_Page_058
	Military Cryptanalytics Volume 3 straight OCR_Page_059
	Military Cryptanalytics Volume 3 straight OCR_Page_060
	Military Cryptanalytics Volume 3 straight OCR_Page_061
	Military Cryptanalytics Volume 3 straight OCR_Page_062
	Military Cryptanalytics Volume 3 straight OCR_Page_063
	Military Cryptanalytics Volume 3 straight OCR_Page_064
	Military Cryptanalytics Volume 3 straight OCR_Page_065
	Military Cryptanalytics Volume 3 straight OCR_Page_066
	Military Cryptanalytics Volume 3 straight OCR_Page_067
	Military Cryptanalytics Volume 3 straight OCR_Page_068
	Military Cryptanalytics Volume 3 straight OCR_Page_069
	Military Cryptanalytics Volume 3 straight OCR_Page_070
	Military Cryptanalytics Volume 3 straight OCR_Page_071
	Military Cryptanalytics Volume 3 straight OCR_Page_072
	Military Cryptanalytics Volume 3 straight OCR_Page_073
	Military Cryptanalytics Volume 3 straight OCR_Page_074
	Military Cryptanalytics Volume 3 straight OCR_Page_075
	Military Cryptanalytics Volume 3 straight OCR_Page_076
	Military Cryptanalytics Volume 3 straight OCR_Page_077
	Military Cryptanalytics Volume 3 straight OCR_Page_078
	Military Cryptanalytics Volume 3 straight OCR_Page_079
	Military Cryptanalytics Volume 3 straight OCR_Page_080
	Military Cryptanalytics Volume 3 straight OCR_Page_081
	Military Cryptanalytics Volume 3 straight OCR_Page_082
	Military Cryptanalytics Volume 3 straight OCR_Page_083
	Military Cryptanalytics Volume 3 straight OCR_Page_084
	Military Cryptanalytics Volume 3 straight OCR_Page_085
	Military Cryptanalytics Volume 3 straight OCR_Page_086
	Military Cryptanalytics Volume 3 straight OCR_Page_087
	Military Cryptanalytics Volume 3 straight OCR_Page_088
	Military Cryptanalytics Volume 3 straight OCR_Page_089
	Military Cryptanalytics Volume 3 straight OCR_Page_090
	Military Cryptanalytics Volume 3 straight OCR_Page_091
	Military Cryptanalytics Volume 3 straight OCR_Page_092
	Military Cryptanalytics Volume 3 straight OCR_Page_093
	Military Cryptanalytics Volume 3 straight OCR_Page_094
	Military Cryptanalytics Volume 3 straight OCR_Page_095
	Military Cryptanalytics Volume 3 straight OCR_Page_096
	Military Cryptanalytics Volume 3 straight OCR_Page_097
	Military Cryptanalytics Volume 3 straight OCR_Page_098
	Military Cryptanalytics Volume 3 straight OCR_Page_099
	Military Cryptanalytics Volume 3 straight OCR_Page_100
	Military Cryptanalytics Volume 3 straight OCR_Page_101
	Military Cryptanalytics Volume 3 straight OCR_Page_102
	Military Cryptanalytics Volume 3 straight OCR_Page_103
	Military Cryptanalytics Volume 3 straight OCR_Page_104
	Military Cryptanalytics Volume 3 straight OCR_Page_105
	Military Cryptanalytics Volume 3 straight OCR_Page_106
	Military Cryptanalytics Volume 3 straight OCR_Page_107
	Military Cryptanalytics Volume 3 straight OCR_Page_108
	Military Cryptanalytics Volume 3 straight OCR_Page_109
	Military Cryptanalytics Volume 3 straight OCR_Page_110
	Military Cryptanalytics Volume 3 straight OCR_Page_111
	Military Cryptanalytics Volume 3 straight OCR_Page_112
	Military Cryptanalytics Volume 3 straight OCR_Page_113
	Military Cryptanalytics Volume 3 straight OCR_Page_114
	Military Cryptanalytics Volume 3 straight OCR_Page_115
	Military Cryptanalytics Volume 3 straight OCR_Page_116
	Military Cryptanalytics Volume 3 straight OCR_Page_117
	Military Cryptanalytics Volume 3 straight OCR_Page_118
	Military Cryptanalytics Volume 3 straight OCR_Page_119
	Military Cryptanalytics Volume 3 straight OCR_Page_120
	Military Cryptanalytics Volume 3 straight OCR_Page_121
	Military Cryptanalytics Volume 3 straight OCR_Page_122
	Military Cryptanalytics Volume 3 straight OCR_Page_123
	Military Cryptanalytics Volume 3 straight OCR_Page_124
	Military Cryptanalytics Volume 3 straight OCR_Page_125
	Military Cryptanalytics Volume 3 straight OCR_Page_126
	Military Cryptanalytics Volume 3 straight OCR_Page_127
	Military Cryptanalytics Volume 3 straight OCR_Page_128
	Military Cryptanalytics Volume 3 straight OCR_Page_129
	Military Cryptanalytics Volume 3 straight OCR_Page_130
	Military Cryptanalytics Volume 3 straight OCR_Page_131
	Military Cryptanalytics Volume 3 straight OCR_Page_132
	Military Cryptanalytics Volume 3 straight OCR_Page_133
	Military Cryptanalytics Volume 3 straight OCR_Page_134
	Military Cryptanalytics Volume 3 straight OCR_Page_135
	Military Cryptanalytics Volume 3 straight OCR_Page_136
	Military Cryptanalytics Volume 3 straight OCR_Page_137
	Military Cryptanalytics Volume 3 straight OCR_Page_138
	Military Cryptanalytics Volume 3 straight OCR_Page_139
	Military Cryptanalytics Volume 3 straight OCR_Page_140
	Military Cryptanalytics Volume 3 straight OCR_Page_141
	Military Cryptanalytics Volume 3 straight OCR_Page_142
	Military Cryptanalytics Volume 3 straight OCR_Page_143
	Military Cryptanalytics Volume 3 straight OCR_Page_144
	Military Cryptanalytics Volume 3 straight OCR_Page_145
	Military Cryptanalytics Volume 3 straight OCR_Page_146
	Military Cryptanalytics Volume 3 straight OCR_Page_147
	Military Cryptanalytics Volume 3 straight OCR_Page_148
	Military Cryptanalytics Volume 3 straight OCR_Page_149
	Military Cryptanalytics Volume 3 straight OCR_Page_150
	Military Cryptanalytics Volume 3 straight OCR_Page_151
	Military Cryptanalytics Volume 3 straight OCR_Page_152
	Military Cryptanalytics Volume 3 straight OCR_Page_153
	Military Cryptanalytics Volume 3 straight OCR_Page_154
	Military Cryptanalytics Volume 3 straight OCR_Page_155
	Military Cryptanalytics Volume 3 straight OCR_Page_156
	Military Cryptanalytics Volume 3 straight OCR_Page_157
	Military Cryptanalytics Volume 3 straight OCR_Page_158
	Military Cryptanalytics Volume 3 straight OCR_Page_159
	Military Cryptanalytics Volume 3 straight OCR_Page_160
	Military Cryptanalytics Volume 3 straight OCR_Page_161
	Military Cryptanalytics Volume 3 straight OCR_Page_162
	Military Cryptanalytics Volume 3 straight OCR_Page_163
	Military Cryptanalytics Volume 3 straight OCR_Page_164
	Military Cryptanalytics Volume 3 straight OCR_Page_165
	Military Cryptanalytics Volume 3 straight OCR_Page_166
	Military Cryptanalytics Volume 3 straight OCR_Page_167
	Military Cryptanalytics Volume 3 straight OCR_Page_168
	Military Cryptanalytics Volume 3 straight OCR_Page_169
	Military Cryptanalytics Volume 3 straight OCR_Page_170
	Military Cryptanalytics Volume 3 straight OCR_Page_171
	Military Cryptanalytics Volume 3 straight OCR_Page_172
	Military Cryptanalytics Volume 3 straight OCR_Page_173
	Military Cryptanalytics Volume 3 straight OCR_Page_174
	Military Cryptanalytics Volume 3 straight OCR_Page_175
	Military Cryptanalytics Volume 3 straight OCR_Page_176
	Military Cryptanalytics Volume 3 straight OCR_Page_177
	Military Cryptanalytics Volume 3 straight OCR_Page_178
	Military Cryptanalytics Volume 3 straight OCR_Page_179
	Military Cryptanalytics Volume 3 straight OCR_Page_180
	Military Cryptanalytics Volume 3 straight OCR_Page_181
	Military Cryptanalytics Volume 3 straight OCR_Page_182
	Military Cryptanalytics Volume 3 straight OCR_Page_183
	Military Cryptanalytics Volume 3 straight OCR_Page_184
	Military Cryptanalytics Volume 3 straight OCR_Page_185
	Military Cryptanalytics Volume 3 straight OCR_Page_186
	Military Cryptanalytics Volume 3 straight OCR_Page_187
	Military Cryptanalytics Volume 3 straight OCR_Page_188
	Military Cryptanalytics Volume 3 straight OCR_Page_189
	Military Cryptanalytics Volume 3 straight OCR_Page_190
	Military Cryptanalytics Volume 3 straight OCR_Page_191
	Military Cryptanalytics Volume 3 straight OCR_Page_192
	Military Cryptanalytics Volume 3 straight OCR_Page_193
	Military Cryptanalytics Volume 3 straight OCR_Page_194
	Military Cryptanalytics Volume 3 straight OCR_Page_195
	Military Cryptanalytics Volume 3 straight OCR_Page_196
	Military Cryptanalytics Volume 3 straight OCR_Page_197
	Military Cryptanalytics Volume 3 straight OCR_Page_198
	Military Cryptanalytics Volume 3 straight OCR_Page_199
	Military Cryptanalytics Volume 3 straight OCR_Page_200
	Military Cryptanalytics Volume 3 straight OCR_Page_201
	Military Cryptanalytics Volume 3 straight OCR_Page_202
	Military Cryptanalytics Volume 3 straight OCR_Page_203
	Military Cryptanalytics Volume 3 straight OCR_Page_204
	Military Cryptanalytics Volume 3 straight OCR_Page_205
	Military Cryptanalytics Volume 3 straight OCR_Page_206
	Military Cryptanalytics Volume 3 straight OCR_Page_207
	Military Cryptanalytics Volume 3 straight OCR_Page_208
	Military Cryptanalytics Volume 3 straight OCR_Page_209
	Military Cryptanalytics Volume 3 straight OCR_Page_210
	Military Cryptanalytics Volume 3 straight OCR_Page_211
	Military Cryptanalytics Volume 3 straight OCR_Page_212
	Military Cryptanalytics Volume 3 straight OCR_Page_213
	Military Cryptanalytics Volume 3 straight OCR_Page_214
	Military Cryptanalytics Volume 3 straight OCR_Page_215
	Military Cryptanalytics Volume 3 straight OCR_Page_216
	Military Cryptanalytics Volume 3 straight OCR_Page_217
	Military Cryptanalytics Volume 3 straight OCR_Page_218
	Military Cryptanalytics Volume 3 straight OCR_Page_219
	Military Cryptanalytics Volume 3 straight OCR_Page_220
	Military Cryptanalytics Volume 3 straight OCR_Page_221
	Military Cryptanalytics Volume 3 straight OCR_Page_222
	Military Cryptanalytics Volume 3 straight OCR_Page_223
	Military Cryptanalytics Volume 3 straight OCR_Page_224
	Military Cryptanalytics Volume 3 straight OCR_Page_225
	Military Cryptanalytics Volume 3 straight OCR_Page_226
	Military Cryptanalytics Volume 3 straight OCR_Page_227
	Military Cryptanalytics Volume 3 straight OCR_Page_228
	Military Cryptanalytics Volume 3 straight OCR_Page_229
	Military Cryptanalytics Volume 3 straight OCR_Page_230
	Military Cryptanalytics Volume 3 straight OCR_Page_231
	Military Cryptanalytics Volume 3 straight OCR_Page_232
	Military Cryptanalytics Volume 3 straight OCR_Page_233
	Military Cryptanalytics Volume 3 straight OCR_Page_234
	Military Cryptanalytics Volume 3 straight OCR_Page_235
	Military Cryptanalytics Volume 3 straight OCR_Page_236
	Military Cryptanalytics Volume 3 straight OCR_Page_237
	Military Cryptanalytics Volume 3 straight OCR_Page_238
	Military Cryptanalytics Volume 3 straight OCR_Page_239
	Military Cryptanalytics Volume 3 straight OCR_Page_240
	Military Cryptanalytics Volume 3 straight OCR_Page_241
	Military Cryptanalytics Volume 3 straight OCR_Page_242
	Military Cryptanalytics Volume 3 straight OCR_Page_243
	Military Cryptanalytics Volume 3 straight OCR_Page_244
	Military Cryptanalytics Volume 3 straight OCR_Page_245
	Military Cryptanalytics Volume 3 straight OCR_Page_246
	Military Cryptanalytics Volume 3 straight OCR_Page_247
	Military Cryptanalytics Volume 3 straight OCR_Page_248
	Military Cryptanalytics Volume 3 straight OCR_Page_249
	Military Cryptanalytics Volume 3 straight OCR_Page_250
	Military Cryptanalytics Volume 3 straight OCR_Page_251
	Military Cryptanalytics Volume 3 straight OCR_Page_252
	Military Cryptanalytics Volume 3 straight OCR_Page_253
	Military Cryptanalytics Volume 3 straight OCR_Page_254
	Military Cryptanalytics Volume 3 straight OCR_Page_255
	Military Cryptanalytics Volume 3 straight OCR_Page_256
	Military Cryptanalytics Volume 3 straight OCR_Page_257
	Military Cryptanalytics Volume 3 straight OCR_Page_258
	Military Cryptanalytics Volume 3 straight OCR_Page_259
	Military Cryptanalytics Volume 3 straight OCR_Page_260
	Military Cryptanalytics Volume 3 straight OCR_Page_261
	Military Cryptanalytics Volume 3 straight OCR_Page_262
	Military Cryptanalytics Volume 3 straight OCR_Page_263
	Military Cryptanalytics Volume 3 straight OCR_Page_264
	Military Cryptanalytics Volume 3 straight OCR_Page_265
	Military Cryptanalytics Volume 3 straight OCR_Page_266
	Military Cryptanalytics Volume 3 straight OCR_Page_267
	Military Cryptanalytics Volume 3 straight OCR_Page_268
	Military Cryptanalytics Volume 3 straight OCR_Page_269
	Military Cryptanalytics Volume 3 straight OCR_Page_270
	Military Cryptanalytics Volume 3 straight OCR_Page_271
	Military Cryptanalytics Volume 3 straight OCR_Page_272
	Military Cryptanalytics Volume 3 straight OCR_Page_273
	Military Cryptanalytics Volume 3 straight OCR_Page_274
	Military Cryptanalytics Volume 3 straight OCR_Page_275
	Military Cryptanalytics Volume 3 straight OCR_Page_276
	Military Cryptanalytics Volume 3 straight OCR_Page_277
	Military Cryptanalytics Volume 3 straight OCR_Page_278
	Military Cryptanalytics Volume 3 straight OCR_Page_279
	Military Cryptanalytics Volume 3 straight OCR_Page_280
	Military Cryptanalytics Volume 3 straight OCR_Page_281
	Military Cryptanalytics Volume 3 straight OCR_Page_282
	Military Cryptanalytics Volume 3 straight OCR_Page_283
	Military Cryptanalytics Volume 3 straight OCR_Page_284
	Military Cryptanalytics Volume 3 straight OCR_Page_285
	Military Cryptanalytics Volume 3 straight OCR_Page_286
	Military Cryptanalytics Volume 3 straight OCR_Page_287
	Military Cryptanalytics Volume 3 straight OCR_Page_288
	Military Cryptanalytics Volume 3 straight OCR_Page_289
	Military Cryptanalytics Volume 3 straight OCR_Page_290
	Military Cryptanalytics Volume 3 straight OCR_Page_291
	Military Cryptanalytics Volume 3 straight OCR_Page_292
	Military Cryptanalytics Volume 3 straight OCR_Page_293
	Military Cryptanalytics Volume 3 straight OCR_Page_294
	Military Cryptanalytics Volume 3 straight OCR_Page_295
	Military Cryptanalytics Volume 3 straight OCR_Page_296
	Military Cryptanalytics Volume 3 straight OCR_Page_297
	Military Cryptanalytics Volume 3 straight OCR_Page_298
	Military Cryptanalytics Volume 3 straight OCR_Page_299
	Military Cryptanalytics Volume 3 straight OCR_Page_300
	Military Cryptanalytics Volume 3 straight OCR_Page_301
	Military Cryptanalytics Volume 3 straight OCR_Page_302
	Military Cryptanalytics Volume 3 straight OCR_Page_303
	Military Cryptanalytics Volume 3 straight OCR_Page_304
	Military Cryptanalytics Volume 3 straight OCR_Page_305
	Military Cryptanalytics Volume 3 straight OCR_Page_306
	Military Cryptanalytics Volume 3 straight OCR_Page_307
	Military Cryptanalytics Volume 3 straight OCR_Page_308
	Military Cryptanalytics Volume 3 straight OCR_Page_309
	Military Cryptanalytics Volume 3 straight OCR_Page_310
	Military Cryptanalytics Volume 3 straight OCR_Page_311
	Military Cryptanalytics Volume 3 straight OCR_Page_312
	Military Cryptanalytics Volume 3 straight OCR_Page_313
	Military Cryptanalytics Volume 3 straight OCR_Page_314
	Military Cryptanalytics Volume 3 straight OCR_Page_315
	Military Cryptanalytics Volume 3 straight OCR_Page_316
	Military Cryptanalytics Volume 3 straight OCR_Page_317
	Military Cryptanalytics Volume 3 straight OCR_Page_318
	Military Cryptanalytics Volume 3 straight OCR_Page_319
	Military Cryptanalytics Volume 3 straight OCR_Page_320
	Military Cryptanalytics Volume 3 straight OCR_Page_321
	Military Cryptanalytics Volume 3 straight OCR_Page_322
	Military Cryptanalytics Volume 3 straight OCR_Page_323
	Military Cryptanalytics Volume 3 straight OCR_Page_324
	Military Cryptanalytics Volume 3 straight OCR_Page_325
	Military Cryptanalytics Volume 3 straight OCR_Page_326
	Military Cryptanalytics Volume 3 straight OCR_Page_327
	Military Cryptanalytics Volume 3 straight OCR_Page_328
	Military Cryptanalytics Volume 3 straight OCR_Page_329
	Military Cryptanalytics Volume 3 straight OCR_Page_330
	Military Cryptanalytics Volume 3 straight OCR_Page_331
	Military Cryptanalytics Volume 3 straight OCR_Page_332
	Military Cryptanalytics Volume 3 straight OCR_Page_333
	Military Cryptanalytics Volume 3 straight OCR_Page_334
	Military Cryptanalytics Volume 3 straight OCR_Page_335
	Military Cryptanalytics Volume 3 straight OCR_Page_336
	Military Cryptanalytics Volume 3 straight OCR_Page_337
	Military Cryptanalytics Volume 3 straight OCR_Page_338
	Military Cryptanalytics Volume 3 straight OCR_Page_339
	Military Cryptanalytics Volume 3 straight OCR_Page_340
	Military Cryptanalytics Volume 3 straight OCR_Page_341
	Military Cryptanalytics Volume 3 straight OCR_Page_342
	Military Cryptanalytics Volume 3 straight OCR_Page_343
	Military Cryptanalytics Volume 3 straight OCR_Page_344
	Military Cryptanalytics Volume 3 straight OCR_Page_345
	Military Cryptanalytics Volume 3 straight OCR_Page_346
	Military Cryptanalytics Volume 3 straight OCR_Page_347
	Military Cryptanalytics Volume 3 straight OCR_Page_348
	Military Cryptanalytics Volume 3 straight OCR_Page_349
	Military Cryptanalytics Volume 3 straight OCR_Page_350
	Military Cryptanalytics Volume 3 straight OCR_Page_351
	Military Cryptanalytics Volume 3 straight OCR_Page_352
	Military Cryptanalytics Volume 3 straight OCR_Page_353
	Military Cryptanalytics Volume 3 straight OCR_Page_354
	Military Cryptanalytics Volume 3 straight OCR_Page_355
	Military Cryptanalytics Volume 3 straight OCR_Page_356
	Military Cryptanalytics Volume 3 straight OCR_Page_357
	Military Cryptanalytics Volume 3 straight OCR_Page_358
	Military Cryptanalytics Volume 3 straight OCR_Page_359
	Military Cryptanalytics Volume 3 straight OCR_Page_360
	Military Cryptanalytics Volume 3 straight OCR_Page_361
	Military Cryptanalytics Volume 3 straight OCR_Page_362
	Military Cryptanalytics Volume 3 straight OCR_Page_363
	Military Cryptanalytics Volume 3 straight OCR_Page_364
	Military Cryptanalytics Volume 3 straight OCR_Page_365
	Military Cryptanalytics Volume 3 straight OCR_Page_366
	Military Cryptanalytics Volume 3 straight OCR_Page_367
	Military Cryptanalytics Volume 3 straight OCR_Page_368
	Military Cryptanalytics Volume 3 straight OCR_Page_369
	Military Cryptanalytics Volume 3 straight OCR_Page_370
	Military Cryptanalytics Volume 3 straight OCR_Page_371
	Military Cryptanalytics Volume 3 straight OCR_Page_372
	Military Cryptanalytics Volume 3 straight OCR_Page_373
	Military Cryptanalytics Volume 3 straight OCR_Page_374
	Military Cryptanalytics Volume 3 straight OCR_Page_375
	Military Cryptanalytics Volume 3 straight OCR_Page_376
	Military Cryptanalytics Volume 3 straight OCR_Page_377
	Military Cryptanalytics Volume 3 straight OCR_Page_378
	Military Cryptanalytics Volume 3 straight OCR_Page_379
	Military Cryptanalytics Volume 3 straight OCR_Page_380
	Military Cryptanalytics Volume 3 straight OCR_Page_381
	Military Cryptanalytics Volume 3 straight OCR_Page_382
	Military Cryptanalytics Volume 3 straight OCR_Page_383
	Military Cryptanalytics Volume 3 straight OCR_Page_384
	Military Cryptanalytics Volume 3 straight OCR_Page_385
	Military Cryptanalytics Volume 3 straight OCR_Page_386
	Military Cryptanalytics Volume 3 straight OCR_Page_387
	Military Cryptanalytics Volume 3 straight OCR_Page_388
	Military Cryptanalytics Volume 3 straight OCR_Page_389
	Military Cryptanalytics Volume 3 straight OCR_Page_390
	Military Cryptanalytics Volume 3 straight OCR_Page_391
	Military Cryptanalytics Volume 3 straight OCR_Page_392
	Military Cryptanalytics Volume 3 straight OCR_Page_393
	Military Cryptanalytics Volume 3 straight OCR_Page_394
	Military Cryptanalytics Volume 3 straight OCR_Page_395
	Military Cryptanalytics Volume 3 straight OCR_Page_396
	Military Cryptanalytics Volume 3 straight OCR_Page_397
	Military Cryptanalytics Volume 3 straight OCR_Page_398
	Military Cryptanalytics Volume 3 straight OCR_Page_399
	Military Cryptanalytics Volume 3 straight OCR_Page_400
	Military Cryptanalytics Volume 3 straight OCR_Page_401
	Military Cryptanalytics Volume 3 straight OCR_Page_402
	Military Cryptanalytics Volume 3 straight OCR_Page_403
	Military Cryptanalytics Volume 3 straight OCR_Page_404
	Military Cryptanalytics Volume 3 straight OCR_Page_405
	Military Cryptanalytics Volume 3 straight OCR_Page_406
	Military Cryptanalytics Volume 3 straight OCR_Page_407
	Military Cryptanalytics Volume 3 straight OCR_Page_408
	Military Cryptanalytics Volume 3 straight OCR_Page_409
	Military Cryptanalytics Volume 3 straight OCR_Page_410
	Military Cryptanalytics Volume 3 straight OCR_Page_411
	Military Cryptanalytics Volume 3 straight OCR_Page_412
	Military Cryptanalytics Volume 3 straight OCR_Page_413
	Military Cryptanalytics Volume 3 straight OCR_Page_414
	Military Cryptanalytics Volume 3 straight OCR_Page_415
	Military Cryptanalytics Volume 3 straight OCR_Page_416
	Military Cryptanalytics Volume 3 straight OCR_Page_417
	Military Cryptanalytics Volume 3 straight OCR_Page_418
	Military Cryptanalytics Volume 3 straight OCR_Page_419
	Military Cryptanalytics Volume 3 straight OCR_Page_420
	Military Cryptanalytics Volume 3 straight OCR_Page_421
	Military Cryptanalytics Volume 3 straight OCR_Page_422
	Military Cryptanalytics Volume 3 straight OCR_Page_423
	Military Cryptanalytics Volume 3 straight OCR_Page_424
	Military Cryptanalytics Volume 3 straight OCR_Page_425
	Military Cryptanalytics Volume 3 straight OCR_Page_426
	Military Cryptanalytics Volume 3 straight OCR_Page_427
	Military Cryptanalytics Volume 3 straight OCR_Page_428
	Military Cryptanalytics Volume 3 straight OCR_Page_429
	Military Cryptanalytics Volume 3 straight OCR_Page_430
	Military Cryptanalytics Volume 3 straight OCR_Page_431
	Military Cryptanalytics Volume 3 straight OCR_Page_432
	Military Cryptanalytics Volume 3 straight OCR_Page_433
	Military Cryptanalytics Volume 3 straight OCR_Page_434
	Military Cryptanalytics Volume 3 straight OCR_Page_435
	Military Cryptanalytics Volume 3 straight OCR_Page_436
	Military Cryptanalytics Volume 3 straight OCR_Page_437
	Military Cryptanalytics Volume 3 straight OCR_Page_438
	Military Cryptanalytics Volume 3 straight OCR_Page_439
	Military Cryptanalytics Volume 3 straight OCR_Page_440
	Military Cryptanalytics Volume 3 straight OCR_Page_441
	Military Cryptanalytics Volume 3 straight OCR_Page_442
	Military Cryptanalytics Volume 3 straight OCR_Page_443
	Military Cryptanalytics Volume 3 straight OCR_Page_444
	Military Cryptanalytics Volume 3 straight OCR_Page_445
	Military Cryptanalytics Volume 3 straight OCR_Page_446
	Military Cryptanalytics Volume 3 straight OCR_Page_447
	Military Cryptanalytics Volume 3 straight OCR_Page_448
	Military Cryptanalytics Volume 3 straight OCR_Page_449
	Military Cryptanalytics Volume 3 straight OCR_Page_450
	Military Cryptanalytics Volume 3 straight OCR_Page_451
	Military Cryptanalytics Volume 3 straight OCR_Page_452
	Military Cryptanalytics Volume 3 straight OCR_Page_453
	Military Cryptanalytics Volume 3 straight OCR_Page_454
	Military Cryptanalytics Volume 3 straight OCR_Page_455
	Military Cryptanalytics Volume 3 straight OCR_Page_456
	Military Cryptanalytics Volume 3 straight OCR_Page_457
	Military Cryptanalytics Volume 3 straight OCR_Page_458
	Military Cryptanalytics Volume 3 straight OCR_Page_459
	Military Cryptanalytics Volume 3 straight OCR_Page_460
	Military Cryptanalytics Volume 3 straight OCR_Page_461
	Military Cryptanalytics Volume 3 straight OCR_Page_462
	Military Cryptanalytics Volume 3 straight OCR_Page_463
	Military Cryptanalytics Volume 3 straight OCR_Page_464
	Military Cryptanalytics Volume 3 straight OCR_Page_465
	Military Cryptanalytics Volume 3 straight OCR_Page_466
	Military Cryptanalytics Volume 3 straight OCR_Page_467
	Military Cryptanalytics Volume 3 straight OCR_Page_468
	Military Cryptanalytics Volume 3 straight OCR_Page_469
	Military Cryptanalytics Volume 3 straight OCR_Page_470
	Military Cryptanalytics Volume 3 straight OCR_Page_471
	Military Cryptanalytics Volume 3 straight OCR_Page_472
	Military Cryptanalytics Volume 3 straight OCR_Page_473
	Military Cryptanalytics Volume 3 straight OCR_Page_474
	Military Cryptanalytics Volume 3 straight OCR_Page_475
	Military Cryptanalytics Volume 3 straight OCR_Page_476
	Military Cryptanalytics Volume 3 straight OCR_Page_477
	Military Cryptanalytics Volume 3 straight OCR_Page_478
	Military Cryptanalytics Volume 3 straight OCR_Page_479
	Military Cryptanalytics Volume 3 straight OCR_Page_480
	Military Cryptanalytics Volume 3 straight OCR_Page_481
	Military Cryptanalytics Volume 3 straight OCR_Page_482
	Military Cryptanalytics Volume 3 straight OCR_Page_483
	Military Cryptanalytics Volume 3 straight OCR_Page_484
	Military Cryptanalytics Volume 3 straight OCR_Page_485
	Military Cryptanalytics Volume 3 straight OCR_Page_486
	Military Cryptanalytics Volume 3 straight OCR_Page_487
	Military Cryptanalytics Volume 3 straight OCR_Page_488
	Military Cryptanalytics Volume 3 straight OCR_Page_489
	Military Cryptanalytics Volume 3 straight OCR_Page_490
	Military Cryptanalytics Volume 3 straight OCR_Page_491
	Military Cryptanalytics Volume 3 straight OCR_Page_492
	Military Cryptanalytics Volume 3 straight OCR_Page_493

	Part 02
	Military Cryptanalytics Volume 3 straight OCR_Page_494
	Military Cryptanalytics Volume 3 straight OCR_Page_495
	Military Cryptanalytics Volume 3 straight OCR_Page_496
	Military Cryptanalytics Volume 3 straight OCR_Page_497
	Military Cryptanalytics Volume 3 straight OCR_Page_498
	Military Cryptanalytics Volume 3 straight OCR_Page_499
	Military Cryptanalytics Volume 3 straight OCR_Page_500
	Military Cryptanalytics Volume 3 straight OCR_Page_501
	Military Cryptanalytics Volume 3 straight OCR_Page_502
	Military Cryptanalytics Volume 3 straight OCR_Page_503
	Military Cryptanalytics Volume 3 straight OCR_Page_504
	Military Cryptanalytics Volume 3 straight OCR_Page_505
	Military Cryptanalytics Volume 3 straight OCR_Page_506
	Military Cryptanalytics Volume 3 straight OCR_Page_507
	Military Cryptanalytics Volume 3 straight OCR_Page_508
	Military Cryptanalytics Volume 3 straight OCR_Page_509
	Military Cryptanalytics Volume 3 straight OCR_Page_510
	Military Cryptanalytics Volume 3 straight OCR_Page_511
	Military Cryptanalytics Volume 3 straight OCR_Page_512
	Military Cryptanalytics Volume 3 straight OCR_Page_513
	Military Cryptanalytics Volume 3 straight OCR_Page_514
	Military Cryptanalytics Volume 3 straight OCR_Page_515
	Military Cryptanalytics Volume 3 straight OCR_Page_516
	Military Cryptanalytics Volume 3 straight OCR_Page_517
	Military Cryptanalytics Volume 3 straight OCR_Page_518
	Military Cryptanalytics Volume 3 straight OCR_Page_519
	Military Cryptanalytics Volume 3 straight OCR_Page_520
	Military Cryptanalytics Volume 3 straight OCR_Page_521
	Military Cryptanalytics Volume 3 straight OCR_Page_522
	Military Cryptanalytics Volume 3 straight OCR_Page_523
	Military Cryptanalytics Volume 3 straight OCR_Page_524
	Military Cryptanalytics Volume 3 straight OCR_Page_525
	Military Cryptanalytics Volume 3 straight OCR_Page_526
	Military Cryptanalytics Volume 3 straight OCR_Page_527
	Military Cryptanalytics Volume 3 straight OCR_Page_528
	Military Cryptanalytics Volume 3 straight OCR_Page_529
	Military Cryptanalytics Volume 3 straight OCR_Page_530
	Military Cryptanalytics Volume 3 straight OCR_Page_531
	Military Cryptanalytics Volume 3 straight OCR_Page_532
	Military Cryptanalytics Volume 3 straight OCR_Page_533
	Military Cryptanalytics Volume 3 straight OCR_Page_534
	Military Cryptanalytics Volume 3 straight OCR_Page_535
	Military Cryptanalytics Volume 3 straight OCR_Page_536
	Military Cryptanalytics Volume 3 straight OCR_Page_537
	Military Cryptanalytics Volume 3 straight OCR_Page_538
	Military Cryptanalytics Volume 3 straight OCR_Page_539
	Military Cryptanalytics Volume 3 straight OCR_Page_540
	Military Cryptanalytics Volume 3 straight OCR_Page_541
	Military Cryptanalytics Volume 3 straight OCR_Page_542
	Military Cryptanalytics Volume 3 straight OCR_Page_543
	Military Cryptanalytics Volume 3 straight OCR_Page_544
	Military Cryptanalytics Volume 3 straight OCR_Page_545
	Military Cryptanalytics Volume 3 straight OCR_Page_546
	Military Cryptanalytics Volume 3 straight OCR_Page_547
	Military Cryptanalytics Volume 3 straight OCR_Page_548
	Military Cryptanalytics Volume 3 straight OCR_Page_549
	Military Cryptanalytics Volume 3 straight OCR_Page_550
	Military Cryptanalytics Volume 3 straight OCR_Page_551
	Military Cryptanalytics Volume 3 straight OCR_Page_552
	Military Cryptanalytics Volume 3 straight OCR_Page_553
	Military Cryptanalytics Volume 3 straight OCR_Page_554
	Military Cryptanalytics Volume 3 straight OCR_Page_555
	Military Cryptanalytics Volume 3 straight OCR_Page_556
	Military Cryptanalytics Volume 3 straight OCR_Page_557
	Military Cryptanalytics Volume 3 straight OCR_Page_558
	Military Cryptanalytics Volume 3 straight OCR_Page_559
	Military Cryptanalytics Volume 3 straight OCR_Page_560
	Military Cryptanalytics Volume 3 straight OCR_Page_561
	Military Cryptanalytics Volume 3 straight OCR_Page_562
	Military Cryptanalytics Volume 3 straight OCR_Page_563
	Military Cryptanalytics Volume 3 straight OCR_Page_564
	Military Cryptanalytics Volume 3 straight OCR_Page_565
	Military Cryptanalytics Volume 3 straight OCR_Page_566
	Military Cryptanalytics Volume 3 straight OCR_Page_567
	Military Cryptanalytics Volume 3 straight OCR_Page_568
	Military Cryptanalytics Volume 3 straight OCR_Page_569
	Military Cryptanalytics Volume 3 straight OCR_Page_570
	Military Cryptanalytics Volume 3 straight OCR_Page_571
	Military Cryptanalytics Volume 3 straight OCR_Page_572
	Military Cryptanalytics Volume 3 straight OCR_Page_573
	Military Cryptanalytics Volume 3 straight OCR_Page_574
	Military Cryptanalytics Volume 3 straight OCR_Page_575
	Military Cryptanalytics Volume 3 straight OCR_Page_576
	Military Cryptanalytics Volume 3 straight OCR_Page_577
	Military Cryptanalytics Volume 3 straight OCR_Page_578
	Military Cryptanalytics Volume 3 straight OCR_Page_579
	Military Cryptanalytics Volume 3 straight OCR_Page_580
	Military Cryptanalytics Volume 3 straight OCR_Page_581
	Military Cryptanalytics Volume 3 straight OCR_Page_582
	Military Cryptanalytics Volume 3 straight OCR_Page_583
	Military Cryptanalytics Volume 3 straight OCR_Page_584
	Military Cryptanalytics Volume 3 straight OCR_Page_585
	Military Cryptanalytics Volume 3 straight OCR_Page_586
	Military Cryptanalytics Volume 3 straight OCR_Page_587
	Military Cryptanalytics Volume 3 straight OCR_Page_588
	Military Cryptanalytics Volume 3 straight OCR_Page_589
	Military Cryptanalytics Volume 3 straight OCR_Page_590
	Military Cryptanalytics Volume 3 straight OCR_Page_591
	Military Cryptanalytics Volume 3 straight OCR_Page_592
	Military Cryptanalytics Volume 3 straight OCR_Page_593
	Military Cryptanalytics Volume 3 straight OCR_Page_594
	Military Cryptanalytics Volume 3 straight OCR_Page_595
	Military Cryptanalytics Volume 3 straight OCR_Page_596
	Military Cryptanalytics Volume 3 straight OCR_Page_597
	Military Cryptanalytics Volume 3 straight OCR_Page_598
	Military Cryptanalytics Volume 3 straight OCR_Page_599
	Military Cryptanalytics Volume 3 straight OCR_Page_600
	Military Cryptanalytics Volume 3 straight OCR_Page_601
	Military Cryptanalytics Volume 3 straight OCR_Page_602
	Military Cryptanalytics Volume 3 straight OCR_Page_603
	Military Cryptanalytics Volume 3 straight OCR_Page_604
	Military Cryptanalytics Volume 3 straight OCR_Page_605
	Military Cryptanalytics Volume 3 straight OCR_Page_606
	Military Cryptanalytics Volume 3 straight OCR_Page_607
	Military Cryptanalytics Volume 3 straight OCR_Page_608
	Military Cryptanalytics Volume 3 straight OCR_Page_609
	Military Cryptanalytics Volume 3 straight OCR_Page_610
	Military Cryptanalytics Volume 3 straight OCR_Page_611
	Military Cryptanalytics Volume 3 straight OCR_Page_612
	Military Cryptanalytics Volume 3 straight OCR_Page_613
	Military Cryptanalytics Volume 3 straight OCR_Page_614
	Military Cryptanalytics Volume 3 straight OCR_Page_615
	Military Cryptanalytics Volume 3 straight OCR_Page_616
	Military Cryptanalytics Volume 3 straight OCR_Page_617
	Military Cryptanalytics Volume 3 straight OCR_Page_618
	Military Cryptanalytics Volume 3 straight OCR_Page_619
	Military Cryptanalytics Volume 3 straight OCR_Page_620
	Military Cryptanalytics Volume 3 straight OCR_Page_621
	Military Cryptanalytics Volume 3 straight OCR_Page_622
	Military Cryptanalytics Volume 3 straight OCR_Page_623
	Military Cryptanalytics Volume 3 straight OCR_Page_624
	Military Cryptanalytics Volume 3 straight OCR_Page_625
	Military Cryptanalytics Volume 3 straight OCR_Page_626
	Military Cryptanalytics Volume 3 straight OCR_Page_627
	Military Cryptanalytics Volume 3 straight OCR_Page_628
	Military Cryptanalytics Volume 3 straight OCR_Page_629
	Military Cryptanalytics Volume 3 straight OCR_Page_630
	Military Cryptanalytics Volume 3 straight OCR_Page_631
	Military Cryptanalytics Volume 3 straight OCR_Page_632
	Military Cryptanalytics Volume 3 straight OCR_Page_633
	Military Cryptanalytics Volume 3 straight OCR_Page_634
	Military Cryptanalytics Volume 3 straight OCR_Page_635
	Military Cryptanalytics Volume 3 straight OCR_Page_636
	Military Cryptanalytics Volume 3 straight OCR_Page_637
	Military Cryptanalytics Volume 3 straight OCR_Page_638
	Military Cryptanalytics Volume 3 straight OCR_Page_639
	Military Cryptanalytics Volume 3 straight OCR_Page_640
	Military Cryptanalytics Volume 3 straight OCR_Page_641
	Military Cryptanalytics Volume 3 straight OCR_Page_642
	Military Cryptanalytics Volume 3 straight OCR_Page_643
	Military Cryptanalytics Volume 3 straight OCR_Page_644
	Military Cryptanalytics Volume 3 straight OCR_Page_645


	ReleaseLetterF.pdf
	NSA crypto letter_Page_1F
	NSA crypto letter_Page_2F




